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Security Manager
Welcome!
This is the Security Manager Help File

The purpose of the Security Manager is to define security features and User actions (Management Data and Access
Rights) for systems containing a combination of instruments including,

B Computer’s, running a Project based system and/or configured in a Windows Domain
5000 Series instruments

QuickChart Software
Review Software
B T800 Visual Supervisor

]
B 6000 Series instruments
[ ]
]

It has a wide range of configuration options allowing a user to configure a system needing only basic security through to a
system that needs to comply with the 21 CFR Part 11 (Electronic Records and Electronic Signatures) for FDA Regulations.

Related Documents
Project Organiser Online Help File

Project Organiser provides a central managed environment for configuring and maintaining a Project. A large part of the
system configuration, particularly those involving assignment of Tags to functions, can be configured directly from within
Project Organiser. Where further configuration is required, the relevant application will be launched from the context-
sensitive Application Toolbar.

LINtools Online Help file

This Online Help file document describes the use of LINtools Engineering Studio, giving enough detailed information
needed to configure the function blocks in a control strategy, both offline and online.

Note
Contact your distributor if these documents are unavailable.
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Overview of Security Manager
Why Security Manager

Security Manager simplifies the ability to manage and control all security features across a security configuration by
providing a central environment to set-up user accounts and carry out regular account management. It provides update
functionality to user accounts, logins, password changes, etc., and has the ability to distribute the security database to any
Security item nodes, including itself, in the security configuration. This Utility includes security features such as secure
electronic signatures, and ‘Audit Trail’ trace-ability.

Note
The Security Manager Utility separates the system security configuration in to various security parameter categories. Each
security parameter category is defined on a tab.

It defines security in the following terms,
B Users
B User groups
W Security items
B Security zones
. Management Data

. Access Rights
. Tag Security Areas

Note
For a full description of these features refer to Tag and LINBlock specifics.

There are other areas of security outside the Utility which are covered by
5000 Series instruments

6000 Series instruments

QuickChart Software

Review Software

T800 Visual Supervisor
Windows Domain

Tag Profile Configurator
LINOPC Security

The ‘Database’

The Security Manager database is automatically configured with the 2 default accounts. An ESDataSrv system account
can also be automatically created to perform system functions.

= | b |5

Uzer glu:ul:uall Users User groups | Security itemsl Securnty 2ones

Ilzer [d Administrato | Engineers | Operators

ADIN
A2

With the enabling and disabling of Management Data (features) and activating Access Rights (including levels of
confirmation), the database provides a secure system. The Management Data and Access Rights are controlled and stored
by the master database. A client database exists on other Security items in the security system.
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Security Manager Utility

Security Manager Utility can be used either as a standalone Utility or as part of a Project depending on the installation. The
Utility is installed in a directory at

C:\Programs Files\eurotherm\SecurityManager
There are no differences in the operation of the 2 methods.
Standalone Utility

If installed as a standalone Utility it is NOT automatically incorporated as part of any Project. This enables instruments
without in-built security to be configured as part of a security environment.

Once installed, Security Manager can be opened and the database accessed using a correct User Id and Password by
simply selecting

Start > Programs > Eurotherm > Security Manager
Project Utility

If installed as part of a Project it is automatically incorporated in a Project folder. The Utility is accessible through a Project
folder of a Product Type.

New projects are created by,
Start > Programs >... > New Eurotherm Project

After creating a Project the Security Manager can be opened and the database accessed using a correct User Id and
Password.

Note
Security Manager can also be accessed via the Operations Server, when attempting to edit a password.

HA028131 Security Manager User Guide
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Open Security Manager

The User may configure the database after completing a successful login to the selected database. A User may open a
Security Manager master database or a client database database on any Security item node. The SecManDb.ujx icon
represents the Security Manager Utility.

Eﬁﬁ

SeckanD b ujx

It is recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB’ to
open the master database.

To open Security Manager,

1 Atthe computer,
An Standalone Utility

. Open an explorer window and use standard Windows navigation commands to locate the Project Folder.
. Open the Project Folder.

A Project Utility

. Select ‘Start > Programs > Eurotherm > Project Folder > <Project Name>'.
This opens a window displaying the following Development Tools.

Falders # || ] FactomsSuite h Flant Model.ujp
a Project falder [C) Histary _-=j Foldertdenu.uf
l:| FactorySuite [C Metwarks @ project.mdb
D Histary Tagz.uit Standard M avigation. ujn
-] Metwarks =] ufolder.ini :d’ D ata Security. ujs
%.-’-‘-.Iarm Groupsz. uja 'i 10 Allocation. Lj
42 SecManDb. uix

. In the Project Folder, open the Utility (SecManDb.ujx icon) using the El (or ‘File > Open...").
o Alternatively, double-click the SecManDb.ujx icon.

. Before database opens, a Login dialog window appears. To edit a Security database, enter a valid User Id and
associated Password.

e Default User Ids and Passwords have been configured and can be used.

2 A correct login will open the database and display the Security Manager Window.

IMPORTANT NOTE
An incorrect login results in a Login attempt failure. Exceeding the maximum consecutive login attempts value results in a
‘Lockout’.

There are 2 prompts prior to opening a database for the first time, a
o Reminder to enter a ‘Master UNC Path’,
. And a request to set a level of Regulation.

3 Now, configure the database.

Security Manager User Guide HA028131
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Configure a Database
To simplify the configuration of the database it has been divided into security elements, each represented by a tab.

There are no definitive rules about how to structure security, but it is important remember there is usually more than 1
possible configuration. Users and Security items are easy to create as they relate to individual Users and computer’s,
instruments and programs.

Where complications start to arise is when considering what Security zones and User groups to assign. This is due to the
Users, the type of functions they will need access to, and the levels of security needed to successfully complete the tasks
required.

B Deciding on Security zones

B Deciding on User groups

Note
Click any field in the illustration below to display the relevant details. For brief instructions select each numeric indicator in
order.
5 Tabs
/ Properties
Pane
© 060 © 00000
IJzer global I IJzerz I IJzer groups I Security items  Security zones
-
Secunty Manager Thiz dizplay iz currently empty becauze no
o Management data zecurity zones have been defined for this
Havigation E| U Fpzhen.
Pane FEI groups
Securty zones To add new securnty zones click the YAdd
Zone' button below,

Add Securnity Zone Delete Security £one E xit

Buttons

Examples for Configuring a Database

The following examples are not complete but they attempt to show how Security zones, User groups and Tag Security
Areas can be configured.

Example: One User to ane Lser Group snlutinnl

= explains a 1 User, per User group, per Security zone solution.

Example: All Users in one User group snlutil:unl

= explains an All Users, per User group, per Security zone solution.

Example: Simple Management Data and Access Rights SEI|LItiI:Ir'II

= explains a User group by name, per Security zone solution.

Example: Complex Management Data and Access Rights snlutinnl

= explains a multiple Security zone and multiple Access Rights solution.

Example: Tag Security Areas Configuration snlutinnl

= explains a User group by name, per Security zone and additional Tag Security Area solution.

Example: Typical System Configuration snlutinnl

=  explains a Tag Security Area solution that restricts access dependant on where the request originated.
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Configuring database Step 1
Identify the Security items in the system.

Security items are added at the Security items tab. These items are generally instruments, computers and/or programs that
require a User Id and Password before use. The Security items in the security configuration are controlled by the
deployment of the master database.

Configuring database Step 2

Decide what Security zones are needed.

Security zones are added using a button at the Security Zone tab.
Configuring database Step 3

Allocate Security items to Security zones.

Security items are allocated at the Security Zone tab.
Configuring database Step 4

Decide the Management Data required within each Security zone.
Configure the Management Data at the Security Zone tab.
Configuring database Step 5

Decide what User Groups are needed.

Are any of the roles (Access Rights) common across a number of the Security zones. If so a single User group for these
roles will suffice. Otherwise consider a User group per role, per Security zone.

Configuring database Step 6

Allocate User groups to Security zones.

User groups are allocated at the Security Zone tab.
Configuring database Step 7

Edit the overall User security Project parameters. This entails editing login and password constraints in the User Global tab
parameters.

It is recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB to
open the master database.

Configuring database Step 8

The User accounts need to be added. The User tab has all the features to do this. It also has the option to view current or
all users.

Note
Accounts can ONLY be deleted from the database if using the Default Regulation constraints and the Keep Retired User
Id field on the User global tab reads False. Any other configuration will store account details allowing the database to
automatically check that accounts are unique when added. This is in accordance with 21 CFR Part 11.

Configuring database Step 9
Allocate Users to User Groups.

This step allocates Users to a User group that has or will have sufficient Management Data and Access Rights to enable
the User to successfully complete the tasks required.

Security Manager User Guide HA028131
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Security Manager Window

The Security Manager database is split into the security categories. The categories are displayed as a tab across the top of
the Security Manager window. Each tab displays tabulated security configuration parameters.

5 Tabs

[

Properties

Pane

Havigation
Pane ™

Lzer global I |Jzerz I Ilzer groups | Security items S ecurity zones

Security bManager
--------- k anagement data
=1 Uszer groups
Securnty) 20nes

Thiz digplay iz curmently empty because no
zecurity zones have been defined far this
spztern.

To add new zecurnty zones click the ‘Add
Zone' button below.

Add Secunty ZLone

Delete Securnty Zone E xit

Buttons

'\[b Click to display the relevant configuration details.
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Menu Regions
The Menu Regions can be divided into command and information areas.
Menu Bar

The Menu Bar is a special toolbar at the top of the Editor screen that contains the pulldown commands. Each pulldown
displays a further list of commands.

The Menu bar contains the following items,

File “iew Login Faszword Options: Help

sl Ll

Toolbar

The Toolbar has 3 icons that enable quick access to the Open, Save and Deploy Security options. It is displayed by default
and is located at the top of the Security Manager window.

The Toolbar contains the following items,

rne= =10 g [ = By L

Eﬁl’-l E'm’*ﬂl

zer global I Users | User a

Note
The Toolbar can be displayed or hidden using the View > Toolbar command.

Status bar

The Status Bar displays Security Manager database status information, including location, current user, security status,
date and time. It is displayed by default and is located along the foot of the Security Manager window. A check mark
indicates it is currently displayed.

The Status Bar displays specific Editor information. It is displayed by default and is located along the foot of the Editor
screen.

The Status bar contains the following items,
- |
| C:AEuroPS s MyProjectySecManDb.uix | ADMIN iz logged in | Security is dizabled | 03/11/2003|15:13 2

l{b Click an option to find out more!
File pulldown

The File pulldown menu enables the manipulation of an individual database offering the following options.

Yiew Login Paszword  Opt

Dpen... Chrl+0
Cloze
Save Changes Chil+5 —

Digcard Changes
Switch to Mazter DB
Deploy Security...

Print....

E uit
I e [F100PT

{b Click to display the relevant configuration details.
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View pulldown

The View pulldown menu enables the Toolbar and/or Status Bar to be temporarily hidden.

= v Toolbar
v Statug Bar
Ul seromoar [ o=ers | O 2er graups Se

Type

l{b Click to display the relevant configuration details.
Login pulldown

The Login pulldown allows the User to get ‘into’ and ‘out of’ a security database using a valid User Id and password.

PR 3
¢ Security Manager

File  “iew Pazzword  Opti

E’;l Ell’.ﬂ# Lt

[Logout

e OEET groups I g

Mo uzer logged in

The Login pulldown menu offers the following functions,

= Login
u Logout

Password pulldown

The Password pulldown menu offers the opportunity to change the current Users password. This is achieved via the
Change Password option.

:-- Security Manager

File  “iew Login WaEEoa a8 Option:  Help

ﬁ'l = | Elqﬂl Change pazswaord I_

Uzer glabal | Llsersl U zer gru:uupsl Security iter

| Login dialog timeout | EI-

l{b Click to display the relevant configuration details.

Options pulldown

The Options pulldown menu allows the User to manipulate the security of the Security Manager master database itself.
This is achieved using the,

Filz Mietw Login Password | Options  Help

ﬁ'l E | ﬁgl PC Configuration, ..
: Master UNC path...

Uszer global I Llsersl Uzer grow

Regulation...
Login dialog timeout [zecs] Deployable
tax login attempts Enable security on Eurotherm Suite Pc's
K.eep retired User |ds Eurotherm Suite Pe security level names. ..
tin Uszer |d length LinDpc client security, .,

tax Uszer Id length

'\[b Click to display the relevant configuration details.
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Help pulldown

The Help pulldown menu is divided into 2 sections.
=  Documentation (including Contents, Index, and Search for Help on)
= Utility (About)

Any of the first 3 options opens the on-line help documentation with the selected as the priority command.

File “iew Login Fassword Options

E’;l [ | m,:,ﬂl Cantents

Index
User global I USE’SI User EI":"-‘F'SI Secu  Search For Help On..

Ahout

Login dialog timeot EII
b 2 lodin attempts

l{b Click to display the relevant details.

The About option displays the program details including the name, version number, and description.
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User global
What is the User Global tab?

The User global tab is used to display and edit security configuration parameters applicable to all User accounts. The
parameters are defined below.

Display Fields
The Login dialog timeout field.

The Maximum login attempts field.

The keep retired User Ids field.

The Maximum User Id length.

The Minimum User |d length.

The Maximum password length.

The Minimum password length.

The Password reuse period.

Buttons

Exit

llHow to configure the User global tab

The Login dialog timeout field

This field is edited to increase or decrease the amount of time a Login prompt window will remain displayed on the T800
Visual Supervisors throughout the system before disappearing from view (see change the login timeout field).

This field can only be configured within the selected Regulatory value constraints.

By default this function will NOT automatically timeout (disabled), indicated by the ‘0’ (zero) displayed.
This is a 21 CFR part 11 compliant feature.
The keep retired User Ids

This field is edited to allow User Ids and Passwords to be stored in the Project database or to be erased when the User is
configured as retired.

H True

Retired User Id’s and Passwords remain in the Project database.
H False

Retired User Id’s and Passwords are erased when retired.

It is recommended that...
User Ids and Passwords remain stored in the Project database to ensure unique identities for all Users through the
Security Project.

This is a 21 CFR part 11 compliant feature.
The Maximum User Id length

The field is edited to increase or decrease the maximum number of characters used for ALL User Id’s in the Project
database (see change the maximum User Id length).

This field can only be configured within the selected Regulatory value constraints.
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The Maximum login attempts

This field is edited to increase or decrease the amount of consecutive failed logins attempted before the being
automatically disqualified (locked out) (see change the maximum login attempts).

Note
An account, disqualified due to exceeding the maximum login attempts can be re-enabled by setting this field to ‘0’.

This field can only be configured within the selected Regulatory value constraints.

This is a 21 CFR part 11 compliant feature.
The Maximum password length

This value in this field is edited to increase or decrease the maximum number of characters used by the Administrator for
ALL password’s in the database (see change the maximum password length).

This field can only be configured within the selected Regulatory value constraints.

The Minimum User Id length

The value is edited to increase or decrease the minimum number of characters used for ALL User Id’s in the database (see
change the minimum User Id length).

This field can only be configured within the selected Regulatory value constraints.

The Minimum password length

This value in this field is edited to increase or decrease the minimum number of characters used by the Administrator for
ALL password’s in the database (see change the minimum password length).

This field can only be configured within the selected Regulatory value constraints.

The Password reuse period

This field is edited to increase or decrease the minimum number of days before an expired password may be used again
(see change the Password reuse period).

A password cannot be used again before this time period has elapsed.

This field can only be configured within the selected Regulatory value constraints.
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User
What is a User?

A User is the owner of an account that accesses the security database of assigned to a Security item. There are three
kinds of User accounts,

B Current User

. There are various grades of current Users, including Administrator, Supervisor, Engineer, and Operator, each
having specific requirements for the system.

B Disabled (Disqualified) User
B Retired User

The account may be part of one or more user groups and contains all the details needed for a User to login to Security
items types within the system. These details include a User Id and password. The data in these accounts is controlled by
the User global element that is used to determine things such as maximum and minimum password lengths. By default a
User without Access Rights (read only) can only change their password.

It is recommended that...
default account parameters are NOT changed, except when first attempting to login to the database to ensure strict
security for the User throughout the security configuration. This is a 21 CFR part 11 regulation and can be automatically
configured using the Change Password.

What is the User tab?

This tab defines, and enables the User to edit parameters specific to each User account.
Display Fields

User Id

Password

Change Password

Password Expiry
Remote User Id

Remote Password

Fullname
System
Retired
Enabled

Login Attempts
Locked Out
Reason

Buttons

Add uzer |

Achive users

all uzers

Re-enable User |

E st |

llHow to configure the User tab
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All Users

Users configured for Security Manager. Disqualified Users are greyed out.
Active Users

These Users comply with ALL the requirements of the Security database.

A Current User

This User is able to access the database depending upon the Access Rights configured.
A T800 Visual Supervisor highlights the User account green until saved.

A Current User can be disabled (Disabled User) or terminated (Retired User).
Current Logged in User

This part of the Status Bar shows the current User of the database.

A Disabled User

A Disabled User is denied access to the Security database. This User account is refused access if

® the Administrator has disabled the account,

B consecutive attempts with an incorrect password exceed the value entered in the Max Login Attempts field (User Global),
B or the password has expired.

Note
Only automatically disabled accounts can be re-enabled.

A T800 Visual Supervisor highlights a disabled account red, and if the password has expired the account is highlighted
orange.

There is no colour reference for computer User accounts.

This user account can be re-instated as a current user or be Retired (terminated).
A Retired User

A Retired User is an account that has been terminated.

These User details can either remain in the Project database to prevent duplication or reuse of User Ids (21 CFR part 11
compliant) or can be erased depending on the configured Regulations.

Note
The account will only be erased if the Keep Retired Users field is set to False and the Default Regulations are configured.

Beware
A Retired User cannot be re-instated.

A Recovery User Account
A Recovery User Account is an emergency User account with full access rights.

The Recovery User can access the database using a blank User Id and a password that is valid for 1 hour ONLY (as
supplied).

Add User button

Press the ﬂl button to start the new User wizard.

Re-enable User Button

Press this button to re-instate a locked out User if the,

B User account has been disabled (‘Enabled’ field reads ‘False’, Reason field reads ‘Account disabled’).
B [ogin attempts have been exceeded,

m password has expired.
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User group
What is a User Group?

A User group is a collection of 1 or more User accounts. However, Users may belong to more than one User group. Access
Rights assigned to a User group control ALL allocated User accounts. An unlimited number of User groups can be
supported.

2|Decidinq on User groups

What is the User groups tab?

This tab consists of a grid listing all Users and User groups (when added) and 3 automatically created User groups,
Administrators, Supervisors, Engineers, and Operators.

Display Fields
Userld column
Other columns

Buttons

Add uzer group

Delete user group

E xit |

1|How to configure the User groups tab

Deciding on User Groups

The extreme cases that can be set-up for User groups are,
B each User in their own User group or
B all Users in a single User group.

Either of these cases could be sensible, but only in a very small system. The guiding principle is that a User group
corresponds to a role within a Security zone. The role of the Usr group is defined by the Access Rights configured for each
User group has within a Security zone. Roles could be System Administrator, Supervisor, Engineer, and Operator. A User
may perform multiple roles within a Plant. This can be implemented by allocating the User to multiple User groups.

If a particular role, for example Engineers, is common across some or all Security zones a single User group for Engineers
would suffice. However if there are distinct groups of Engineers working in different zones then each Security zone will
require an Engineer’s User group.

In general fewer User groups make it the easier to change the security set-up, although not enough User groups may make
the system inflexible in the future.

It is recommended that...
due to the quickness of creating User groups and allocating Users to/from User groups, start with a minimal set of User
groups and add User groups as required.

Add User group button

Operated to display the Add User Group dialog box. When completed the User Group appears on the User Group tab.
An Administrator

An Administrator has control of ALL User accounts via the database, by default.

The Administrator should be able to add, disable/enable, and retire User accounts. The Administrator can also modify
accounts, but this should require approval by a second Administrator.

An Operator
This User has the most restricted level of access, generally, similar to read only.
Delete User group button

Operated to display the Delete User Group dialog box. When completed the User Group is removed from the User Group
tab.
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allocate a User to a group

When Users are added to a database, they have yet to be allocated to a User Group. Users may be allocated to any
number of User Groups in order to enable different access within a single Security zone.

Allocate a User to a group by

1 Choosing the appropriate User Id and clicking in any number of User group boxes in the row. The User group name will
then only be able to perform those tasks configured at the Security zone tab.

Note
To remove the User from a User group, uncheck the applicable group.

Uzerld Adrministratorz | Engineers

AOMIM S

BOMINZ s

Beth S &

Dick. = S

Harmny #, #,

Thomas S S
&dd uzer group Delete uszer group E =it

2 Finally save changes.
. Now proceed with adding Security items.
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Security items
What is a Security item?

The definition of a Security item is any object within the system that contains a security database and controlled by Security
Manager. These objects, typically instruments, PC’s and/or programs require a User Id and Password before use.
Security Manager Utility is an example of a Security item, and is special because it is always present.

All Security items are configured by type and require a unique name. They are displayed in type order when the Security
items tab is selected.

A Security item can only be integrated to a single Security zone.

What is the Security items tab?

This tab defines and enables the User to edit the unique name and address of each Security item.
Display Fields

Type

Name

Enabled

Address

Buttons

Add zecurity item

Deete zecurity item

b odify security item

Dizplon Security...

E xit

1|How to configure the Security items tab
5000/6000 Series instruments

This Utility operates by providing a Centralised Security Control environment for a system consisting of any combination of
Series 5000 and 6000, T800 instruments and/or computers running Review.

In order for it to operate as required, the Enable Security and Centralised Security Control check box’s may need to be
configured. The default Security Database path is added automatically, but may need to be verified.

When checked, the Enable Security check box states that security is needed, and the Centralised Security Control check
box states the Security Manager Utility will control the security of computer’s and instruments. If the Centralised Security
Control check box remains unchecked it is automatically configured for use with Review software on a single computer.

QuickChart Software

Security Manager Utility operates in one of two modes, providing security features with the QuickChart Software on a
single computer, or providing a Centralised Security Control environment for a system consisting of any combination of
Series 5000 and 6000, T800 instruments and/or computers running Review or QuickChart.

When providing security restrictions (Access Rights only) to QuickChart Software on a single computer the permissions
apply to QuickChart Software only.

In order for the Security Manager Utility to operate as required, the Enable Security and Centralised Security Control check
box’s may need to be configured. The default Security Database path is added automatically, but may need to be verified.

When enabled, the Enable Security check box states that security is needed, and the Centralised Security Control check
box indicates the Security Manager Utility will control the security of computer’s and instruments. If the Centralised Security
Control check box remains empty it is automatically configured for use with QuickChart software on a single computer.
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Review Software

Security Manager Utility operates in one of two modes, providing security features with the Review Software on a single
computer, or providing a Centralised Security Control environment for a system consisting of any combination of Series
5000 and 6000, T800 instruments and/or computers running Review or QuickChart.

When providing security restrictions (Access Rights only) to Review Software on a single computer the permissions apply
to Review Software only.

In order for the Security Manager Utility to operate as required, the Enable Security and Centralised Security Control check
box’s may need to be configured. The default Security Database path is added automatically, but may need to be verified.

When enabled, the Enable Security check box states that security is needed, and the Centralised Security Control check
box indicates the Security Manager Utility will control the security of computer’s and instruments. If the Centralised Security
Control check box remains empty it is automatically configured for use with Review software on a single computer.

T800 Visual Supervisor specifics

After a security database has been downloaded to a T800 Visual Supervisor, it will reject any other databases unless they
have been generated from the same source. To enable the T800 Visual Supervisor to accept databases generated from a
different source it is necessary to reconfigure as master mode and then back into client mode.

Windows Domain

The Windows Domain security item type allows Security Manager to configure users either locally on a PC or globally in a
domain. When adding this security item type the user must specify the item name and whether the item is a Domain or a
PC. The security item name is how it is referenced within Security Manager, it may be convenient to make this the same as
the PC/Domain name but it is not necessary.

IMPORTANT NOTE
Due to Windows preventing external processes from reading passwords or setting the creation dates, the Windows
Domain Security Iltem causes Password Reconciliation and Password Expiry limitations.

The Windows Domain Security item type updates the Windows security for the User groups assigned to the same Security
zone when the database is deployed.

For each User allocated to the domain it update the following properties.
Userlds

Passwords

User descriptions

Enable flag

Failed Login attempts

B Group membership

It updates the following password polices.

B Password minimum length

W Password expiry time

It updates the following User account lockout polices
B Maximum login attempts

During deployment, Security Manager detects changes made to the Windows security and reconciles those changes back
into the Security Manager database. However, certain limitations exist when attempting to deploy the Security Database to
a Windows Domain Security item.

IMPORTANT NOTE
Security Manager deploys all User account properties, but Windows software restricts the deployment of the Password
Reconciliation and Password Expiry parameters.
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Windows Domain specifics

Windows restricts deployment of the Password Reconciliation and Password Expiry fields of the Windows Domain Security
Item. This prevents external processes from reading passwords, or setting the creation dates respectively.

The prevention of external processes from reading passwords restricts any Windows User password from being reconciled
in to Security Manager. This means that deployment of the Security Manager database will override any Windows User
passwords generated in Security Manager.

As part of the Windows Domain Security Item, Password Expiry dates can be configured, however individual User
password creation dates are prevented. This means the Password Expiry will only remain correct if deployed on the same
day the Password Expiry date was changed.

Note
These are also displayed on the Add Windows Domain Security Item dialog.

Add security item button

Starts the Security item creation wizard. This enables the creation of computer items with unique ‘Security item name’ and
‘Project path’ and T800 items with unique ‘Security item name’, ‘Lin port name’ and ‘Lin db name’.

Modify security item button

Operated after selecting the item opens the Modification dialogue window. This enables the selected item parameters to be
changed.

Delete security item button

Operated after selecting the unwanted item starts the Security item deletion procedure. When completed the item and all
its configured parameters are removed from the database.

Deploy Security
configure a Deployment computer
Configuring a Deployment computer is necessary for systems requiring autodeployment of the security database.

Autodeployment ensures the latest changes to any Security database in the system will be deployed to the remaining
Security databases. This is achieved by each Deployment computer comparing the Master Security database revision to
the Security database revision of all the Security items in its assigned Security zone. The Master Security database is
updated with the changes from the Security database of the Security items in the Security zone. Then each Deployment
computer deploys the Master Security database to the remaining security databases in the Security zones.

Example: Deployment Computer configuration

IMPORTANT NOTE
Each Deployment Computer MUST start the Security Manager Utility using the /Autodeploy Command line parameter

Configure a Deployment zone by
1 Ensuring that the master SecManDb.ujx has the appropriate PC listed in the PC Configuration table.

Options > PC Configuration
and it is checked as Deployable.

Options > Deployable

2 Next, click the Security zone tab, and then the in the navigation pane click the Security zone name that will need a
Deployment computer configured.

This displays the Deployment Computer configuration window.
3 From the drop down list select the PC for that Security zone.
4 Finally save changes.
Now at the Deployment Computer

5 Start up the SecManDb.ujx using the /AutoDeploy Command Line parameter.

HA028131 Security Manager User Guide
Issue 3 Oct 06 Page 19



Security Manager User Guide

Command line prompt example

Bn _______ HE

Type the name of a program. folder, document, or Internet
rezource, and 'Windows will oper it for wau.

IV | Bl it separate meman space

] I Cancel | Browsze... |

"SecMan" /AutoDeploy 60 "\\EuroPS\MyProject\SecManDb.ujx"
"SecMan" /AutoDeploy 300 "SecManDb.ujx"

Note
The full path can be omitted if the Security Manager Utility and the Security Manager database operate from the same
directory.

Deploy Security
This function allows the master database to be 'Deployed' to selected Security items.
The deployment of the master database can be initiated by either
,;_p
B Clicking the m_lon the Toolbar,

Deploy Security.. |

® Clicking the button available via the Security items tab, or

Hiew Logn Password Of

Open... Chrl+01
Cloze “
Save Changes Chl+5 =

Dizgcard Changes
Switch to Mazter DB

Deploy Security...

Frint....

E xit

B Selecting ‘File > Deploy Security’. /-

Any of the previous operations will open the “Deploy Security' window allowing the User to replicate the master database to
selected destination nodes.

5l  How to Deploy a Security Database
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Deploy Security Window
The Deploy Security window is displayed to allow the ‘deployment’ of the master security database to selected Security

. . ) in Dealoy Securniy... o
item nodes. It is displayed after selecting @*ifrom the Toolbar, from the Security items tab, or from the

‘File > Deploy Security’.

Display fields
Security items
Log

Buttons

Jeploy
Dreplay all

Note
This button can be used in conjunction with the Zones drop down list if available.

m

E xit

Summary display field
This lists the current deployment status of the Security items.
Deploy All/Zone button

Operating this button replicates the master security database to all security items in the security configuration. Deployment
will NOT occur if operated before selecting the destination.

This button is used in conjunction with the Zones drop down list. Used to start the deployment to either ALL Security items
(button reads Deploy All) or the Security items in the zone selected from drop down (button reads Deploy Zone) after
successfully confirming the operation if requested.

Deploy Security... button
Opens the Deploy Security window. This enables the Deployment of a Security database to selected items.
Deploy button

Operating this button replicates the master security database to an individual destination or groups of items by selecting
the first and last item in a group while continuously pressing the ‘shift’ key on the keyboard. Deployment will NOT occur if
operated before selecting the destination.

Log display field

Displays an ordered list of operations when deploying the master database including ‘reconcile’ (retrieving and collating
databases and ensuring all relevant changes are saved to the master security database) ‘download’ (replicating the master
security database) and any errors that have been found.

Exit (Deploy) button

Operating this button closes the ‘Deploy Security’ window, cancelling the operation.
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Deployable

This function allows non-privileged Users to replicate the database to an individual destination or groups of Security items
without requesting a signature.

Primarily this option can be used to deploy the database after changing a password.
A check mark beside the option indicates it is a currently deployable database.
To define the Deployable database

1 Select ‘Options > Deployable’ from the Menu Bar. A dialog window appears.

Filz “iew Logn Pazsword EJlislys

Ij:'| = |EI,-_;1]| Enable securty

PC Configuration
zer global l Llsersl Uszer grou pjaster UNC path |

Login dialag tmeout Regulation...

t ax login atternphs Deployable
Fmmm rmbirmd | e A Triim I

2 Read the information displayed and then click Yes to define the database as deployable or not depending on its current
status, or No to cancel the command.

&re you sure you wish to make the databasze deployable

[ MOTE: Enabling thiz flag means the databaze can be
deployed by all ugers and will not reguire any zigning

or authorization signatures. [k primary purpoze iz to

allow non privileged uzers to deplay the databaze after
they have changed their pazswords. [f the flag iz not
enabled non privileged uzerz will not be able to deploy
their own pazzword changes, and will require a privileged
uzer ba do it for them |

ey M

...................
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Security zones
What is a Security zone?

A Security zone is a grouping of Security item(s) and/or User group(s) and may not necessarily a physical boundary.
Security items within a zone display the Management Data configured for each Security item type, whereas Security items
within a User group display the Access Rights. A Security item cannot be allocated to multiple Security zones. User Groups
are assigned Access Rights to the Security Zone.

Note
A Security zone is NOT the same as a Tag Security Area (formerly Security Area).

Each allocated Security item type and User group inherit the Management Data and Access Rights configured for the
Security zone they are allocated to.

See Also Deciding on Security zones

What is the Security zones tab?

This tab defines the allocation (set-up) of Security items and User groups and the configuration of Management Data
specific to each item type and Access Rights specific to each User group available within the selected zone.

Display Fields
Navigation pane (left hand)

Properties pane (right hand)

Example 1: Allocating Secutity items and User groups

B This example shows how to allocate Security items and User groups to a Security zone.

Example 2: Displaying management datal

B This example shows how to display the required Security zone management data.

Example 3: Displaying access rightsl

B This example shows how to display the required User group access rights.

Example 4: Deployment computer configuration

B This example shows how to configure and set up of the Security Manager database for AutoDeployment on the specified
Deployment Computer.

Buttons

Add Security £one

Deete Securnly Zore

Exit

llHow to configure the Security zone tab

Deciding on Security Zones

Probably the most important decision when setting up the security is to make sure that appropriate Security zones are
created. Security zones allow the configuration of the Management Data (security features). Generally, less Security zones
mean that security is easier to manage.

IMPORTANT NOTE
ALL security items in a security zone share the same security features.

More explicitly Security items of the same type (computer, Instrument, program (excluding Review Software which does not
have Management Data)) will share the same Management Data (security features).

Earlier Security systems could only support a single Security zone apart from Security Manager, i.e. all computers in the
system share the same security access.

A single Security Zone configuration will suffice for many systems. However if decided that Security item nodes require
different security features then multiple Security zones can be used.
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Add Security zone button

Operated after entering a Security zone name in the field beside creates and displays a new Security zone in the main
display.

Delete Security zone button

Operated after entering a Security zone name in the field beside enables the deletion of Security zones.
Security Zone selection field

When selected this drop down list displays all the Security zones in the system.

The selection of All zones from the list indicates that the Security database will be deployed to all Security items in all
Security zones.

The selection of a specific Security zone from the list causes the Deploy all button to change to a Deploy zone button. At
which point only Security items in the selected Security zone will be deployed to.

What is Management Data?

Defines security features that can be enabled within the constraints of the selected Regulation on any Security item
excluding Review Software that does not have Management Data.

Example
Audit Trail and Electronic Signatures are enabled or disabled on Security Manager or computer Security items when using
the Default Regulation constraints.

Management Data are Security features that may be ‘ON’ (enabled) or ‘OFF’ (disabled) or a value that initiates a feature. If
the Management Data is ‘OFF’ (disabled) the feature is NOT be available to the User group.

configure Management Data

Management Data are features available within a Security item that can be enabled or disabled. If a Management Data
option has been enabled any User with the appropriate Access Rights option activated can perform the Management Data
option.
Example
If ‘Sign’ Management Data is enabled (F ) any User allowed to authenticate changes (‘Sign’ Access Rights pF) may do
so. If the ‘Sign’ Access Rights are disabled (Sign’ Access Rights r ) the User will NOT be allowed to authenticate
changes.

Each item has specific editable management data available to the User.

Select the appropriate point below for relevant details.
Security Manager Management Data
EurothermSuite PC Management Data

Review Software Management Data

QuickChart Software

5000 Series Management Data

T800 Visual Supervisor Management Data
Windows Domain Management Data
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What is Access Rights?
Defines what actions are available to each Security item type and the User group has before changes can be implemented.

Access rights are either a ‘level of Confirmation’ or an ‘action’. A ‘level of Confirmation’ requires the User in the User group
to accept changes by complying with the requested level of response before any changes can be implemented. An ‘action’
can only be used if the User group has the access rights to use it.

configure Access Rights
Access Rights allow or prohibit a User to use the configured Management Data.
Example
If ‘Sign’ Management Data is enabled (F ) the ‘Sign’ Access Rights MUST be enabled (F) to allow the User to
authenticate changes. If the ‘Sign’ Access Rights are disabled (r) the User will NOT be allowed to authenticate changes.
Each item has specific editable Access Rights available to the User.

Select the appropriate point below for relevant details.
Security Manager Access Rights

EurothermSuite PC Access Rights
Review Software Access Rights
QuickChart Software

5000 Series Access Rights

T800 Visual Supervisor Access Rights

Windows Domain Access Rights

HA028131 Security Manager User Guide
Issue 3 Oct 06 Page 25



Security Manager User Guide

How to...
Open

This function allows the User to find and open a database from the security configuration.

It is recommended that...
if a database is already open, save the changes before opening another.

Open a database by,
1 Selecting ‘File > Open’ from the Menu Bar to display a browse dialog box.
o Alternatively, click the Open toolbutton.
ble Mew Loghn  Hasswc

q

Yiew Login Password Op

pEn... Ctrl+0

Save Changes Chrl+5
Dizcard Changes
Switch to kM azter DB

Deploy Security...

Frint....

Exit

o Using standard windows navigation browse for the SecManDb.ujx file and open.

o If attempting to open a client database the following window is shown. Press ‘Yes’ to open the client database and
‘No’ to return to a blank Security Manager window.

Pc configuration |

Y'ou are not editing the Master Security database

Are you sure you wizh to continue?
Mo |

2 The user is prompted to Login. After a successful login the selected Security Manager database will appear.
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Close
This function closes the database, returning to a blank Security Manager Window, after prompting to save any changes.
Close the current database by,

1 Selecting ‘File > Close’ from the Menu Bar.

Wiews Logn Password Of
Open... Chrl+0

Save Changes Clrl+5
Dizcard Changes
Switch to kazter DB

Deploy Security...

Frirt...

E xit

2 The save changes dialog window appears, press ‘Yes’ to save any changes, and ‘Cancel’ to return to the current
Security Manager window. Select ‘No’ to discard any changes made since the last save and revert to a blank Security

Manager window.

Do you want o zave the changes you made to C:h ..

Cancel Mo

If the ‘Sign’, ‘Authorise’ and/or ‘Note’ Management Data and Access Rights are configured a window is displayed with
the appropriate fields available. Press ‘OK’ to save any changes, and ‘Cancel’ to return to the current Security Manager
window

#* Signatures

Siagn Altharize

Uszerld: I— Uzerld: I—
Password: I— Pazsword: I—

M ate:

Changes:

-
1| | 5

Ok, | Cancel |
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Exit
This function is similar to the ‘Close’ option. It terminates this Utility and returns to the Project Folder.

Exit the Utility by,

Ex=it
1 Selecting the #Ior ‘File > Exit’ from the Menu Bar.

YWiews Login Password Of

Open... Chrl+0
LCloze “
Save Changes Chl+5 =

Dizcard Changes
Switch to Master DB
Deploy Security...

Frint....

E xit

. If changes have not yet been saved a dialog window appears.

2 At the prompt, click the appropriate button. ‘Yes’ to save any changes and close, ‘Cancel’ to return to the current
Security Manager window or ‘No’ to discard any changes made since the last save.

Do you want to zave the changes vou made to C:h .

Cancel | Ma |

. If the database is configured to requested ‘Signatures’, ‘Authorisation’ and ‘Note’, and additional dialog window
appears. Complete the required fields and observe the database amendments listed in the ‘Changes’ field.

W, -
¢ Signatures

Sign Authonize

Jzerld: I— | zerld: I—
Paszwaord: I— Pazzword: I—

MHate:
1 LIJ
Changesz:

w
1| | »

ak | Cancel |

. Click ‘OK’ if satisfied with the information or ‘Cancel’ to discard ALL changes made. The dialog window and the
Utility closes. The Project Folder is now active.
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Login
The function enables the User to access a database using a valid User Id and password.
To login,

1 Select ‘Login > Login’ from the Menu Bar to display a dialog window.

ecurity Manager
File  “iew Pazzword  Opti

=g .

[Logout

C

QroLpE | g

Mo uzer logged in

2 Enter a correct ‘User name’ and ‘Password’ in the appropriate fields. Click the ‘Ok’ button to attempt a login and
‘Cancel’ to return to the logged out state. The login is successful if a correct User Id and password were input and there

was NOT a prompt to change the password.

Uzer Mame: |,.f_-.,.;|min

Pazsward: |xmx

Ok, Cancel

If the ‘Change password’ field in the ‘User’ tab is set to ‘True’ the following prompt appears.

Note
If attempting to login using an unauthorised User account, a prompt appears, press ‘Ok’ to return to a logged out database.

* Change Password H=] E3
User: Userl

Current Paszword  [sess

Mew Pazsward ee——

Confirm Paszward [

] Cancel

3 At this dialog window, complete the fields, entering a new unique password and repeat the new password in the
confirmation field. Accept the changes by clicking the ‘Ok’ button.

Note
For security purposes passwords are ‘always’ displayed as ‘xxxxxxxx’ irrespective of the constraints specified in the User

global tab.

4 The database returns to a logged out state. Repeat steps 1, 2 and 3 to login.
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Logout

This function enables the User to close of the database, returning to the blank Security Manager Window, after saving or
discarding changes if requested.

To logout,

1 Select ‘Login > Logout’ from the Menu Bar.

Security Manager
File  “iew Pazgword  Optiohs

E’;l | El{f Lagir

1 amin Aialan lreot [ nl

. A blank Security Manager window appears if no changes exist.

. If changes have not yet been saved a dialog window appears.

2 At the prompt, click the appropriate button. ‘Yes’ to save any changes and close, or ‘No’ to discard any changes made

since the last save.

Do you want ko save the changes youmade to s, LR

. If the database is configured to requested ‘Signatures’, ‘Authorisation’ and ‘Note’, and additional dialog window
appears. Complete the required fields and observe the database amendments listed in the ‘Changes’ field.

L
& Signatures

Sign Authorize

Uzerld: I— Uzerld: I—
Pazsward: I— Pazzward; I—

Mote:
=
] ;I_I
Changes:
B
1| | _"’l—l

ak | Cancel |

3 Click ‘OK’ if satisfied with the information or ‘Cancel’ to discard ALL changes made. The dialog window and the Utility
closes. The Project Folder is now active.
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Print

This function allows the User select an output format for selected elements of the ‘Security Manager’. The selected
elements may be output to a printer or file. The printer produces a paper copy using the parameters defined in the Printer
area. The file option converts the selected elements to an electronic .csv file. The Print dialog window has 3 configuration
areas

B Print categories
B Printer

m File

An output of the selected categories is produced by,

1 Selecting ‘File > Print’ from the Menu Bar. View Login Password O
Qpen... Chrl+0 I
Cloze “
Save Changesz Chil+5 E

Dizcard Changes
Switch ta M azter DB
Deploy Security...

I

E xit

the User to select elements and set up the — Print cateqaries
printer or file options. —Users
3 After the Print dialog window is setup, press ¥ Globaldata W Users ¥ Groups [ Retired
‘Ok’ to print or ‘Cancel’ to abandon the print
instructions and return to the current Security — Securty items

Manager window. [¥ Secuty iterns

— Security zZones
v Setup [+ management W User group access rights

Set all categories I Clear all categories I

— Printer

[ Output ba printer

Frinter JHP Lasenlet 4MP =]
v Landscape Mumber of u:u:upies:|1 'I
Font ”amEIHnman j Font zize: |-|4 'I
—File

[~ Dutput bo C5Y file

File path: 0 ..

File name: (S echdanDb, C5Y

Separatar; I = I
Cancel |
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Printer selection
When the printer is the selected output format, the User can select from a list of printer.

This field allows the User to select any printer from the drop-down list. The list is derived from the Printers directory on the
computer.

Element selection

If the element check box is

W an output will be produced
but, if

r an output will NOT be.
Output to CSV file check box

When the .CSV file is the selected output format, this check box defines an electronic output format of the selected
elements. It converts selected elements to .CSV file type that can be opened using Microsoft Excel.

If the Output to CSV file check box is

pthe selected elements will be converted to an .CSV file
but, if

I the selected elements will NOT be converted.
Output to printer check box
This field indicates if the printer is the selected output format.

If the Output to printer check box is

W the selected elements will be output in a printed format

but, if

I the selected elements will NOT be printed.

Clear all categories button

When this button is operated all elements are deselected.

An output can NOT be produced if there are no elements selected.

Set all categories button

When operated, this button selects all elements in the print categories section.

After selecting an output format and pressing ‘Ok’, an output will be produced for all elements.
Font name field

When the printer is the selected output format, the character font of the print can be changed.
The User can select any font installed from the drop-down list. The list is derived from the Fonts directory on the computer.
Font size field

When the printer is the selected output format, the size of printed text can be changed.

The User can select any font size between 1 and 12 point (point is the recognised character measurement) from the list.

It is recommended that...
to ensure the printed text is readable, the font size is set to 6 or above.

Number of copies field
When the printer is the selected output format, the number of printed copies can be altered.

The User can select between 1 and 99 copies from the drop-down list.
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Landscape check box

When the printer is the selected output format, the orientation of the print can be changed.

O] Loiea the elements print :bl"'!i' but, if B Loy the elements print jl

When the .CSV file is the selected output format, this field designates how the .CSV file divides the information received
from the selected elements.

If the Landscape check box is

Separator field

Microsoft Excel displays values in a tabular form.

Separator: I vI
If the * ' is selected, Microsoft Excel separates the information into multiple columns. If the
Separator: ITah 'I
‘ " is selected, Microsoft Excel does NOT separate the information. Instead all data is shown in 1
column, and the separated using spaces.
Rows are separated with paragraph marks.
Master UNC path

This function allows the User to identify the Universal Naming Convention (UNC) path to the Security Manager master
database. Securities Manager needs this location path in order to successfully deploy the master database.

The location will ONLY be updated after entering a valid location path and pressing the update button.

1 Select ‘Options > Master UNC Path’ from the Menu Bar.
N
File  “iew Login  Pazzword @il Help

lj;l =] | mqﬂl Enable zecurty

FC Configuration

Izer global | |dzers I Uszer grou FYSSIITS path
Login dialog timeout Fegulatiar...

bd & login attempts Deployable

Fommrm rmbirad e 1A Tr= ™

If all changes are saved the ‘Edit UNC path to the master security database’ dialog window appears. If there are
unsaved changes, the User is instructed to save or discard them before continuing. Press ‘Ok’ and save changes.
Repeat the instructions.

2 Enter the correct path and press the ‘Update UNC path’ button.

Example
\\<shared PC name>\<directory>\<project folder>

:-- Edit UNC path to the master security databasze

Security Master DB
M M

ok | Canizel |

3 If the correct path is entered, the confirmation dialog window is displayed. Press ‘Ok’ to return to the ‘Edit UNC path to
the master security database’ dialog window.

Update security databases

tazter UMC name changed from ™' to ", LT

4 After the path has been successfully, updated press ‘Close’ to return to the current security database window.
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Switch to MasterDB (database)

This function allows the User to switch from editing a Security Manager client database to the master database. This

feature will automatically,
B [ogout the current User

B prompt to save any changes in a client database

B prompt for a User to Login

A successful switch to the master database is dependant on the correct ‘Master UNC Path’, set up at the ‘Options’
pulldown. The Master UNC path defines the location of the master database.

Switch to the master database by,

1 Selecting ‘File > Switch to MasterDB’ from the Menu Bar.

Yiew Login Password Op

Open... Chrl+0
LCloze “
Save Changes Clrl+5 =
Dizcard Changes

Switch to Master DB

Deploy Security...

Frint....

Exit

— )

2 If the database detects unsaved changes, the save prompt appears. Press ‘Yes’ to save changes and continue, ‘No’ to

discard changes and continue, or ‘Cancel’ to revert to the current client security configuration.
If “Yes’ or ‘No’ was pressed the client database closes and automatically prompts for a Login User Id.

Uzer glabal I Llsersl Uzer gru:uupsl S ecurity itemsl Security znnesl

Mo uzer logged in

Pazzword

Uszer Mame: |

]|

O, Cancel |

output to a printer

The Printer area allows the User to setup the printer output features. If the ‘Output to printer’ field is checked ¥ the printer

is the selected output format. This indicates the User will create a printed output of the selected elements. r indicates
selected elements will NOT be output via the printer. The User can change the following printer output features.

— Printer

[W Dutput b prinkes

¥ Land:scape

Printer: |HF' Laser)et 40P [

Mumber of copies: |1 - I

Faont name: I Faman

j Font zize: I 14 = I
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output to a .CSV file

The File area allows the User to setup the file output features. If the ‘Output to file’ field is checked » a .CSV file is the

selected output format. This indicates that the selected elements will be output in an electronic format. r indicates
selected elements will NOT be output in an electronic format.

The User can change the following file output features.
—File

[T Output ko C5Y file

File path: ||:;\ ............ Y
File hame: {5 ectd anDb. C5Y

Separatar; I - I

l{b Click to display the relevant configuration details.
select Print categories

The Print categories area list the elements available to output, that consists of the Users, Security items, and Security
zones areas. They correspond to the tabs in the Security Manager Window with the addition of User group access rights,
Retired users and management.

An output will ONLY be produced if output type is specified by selecting either,
B Output to printer
B Output to CSV file

Note
If the Output to printer and Output to CSV file are checked, a printed copy, and a .csv file version will be produced.

Select elements to output by

1 Clicking the element check box required. g indicates the element is selected and an output will be produced.
r indicates it is NOT selected.

Example
The graphic illustrates an output is created for everything except the ‘Retired users’.

— Print categories
—zerz
[¥ Global data [ Users ¥ Groups [~ Retired

— Security items
¥ Security iterms

— Security 2ones
¥ Setup ¥ management [ User group access nghts

Setall categories | Clear all categories |

2 By pressing the ‘Set all categories’ button, an output type, including all the categories is produced. Pressing the ‘Clear
all categories’ deselects the categories.

Cancel Print

Press this button to cancel the operation.
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Enable Security on EurothermSuite PC's

This function locks or unlocks the Master UNC Path to the master database. It also locks the Security Manager and Project
databases together if both are located in the same directory.

If security is enabled the Master UNC Path cannot be edited and any changes to the Security Manager database are
stored in the project database.

If security is enabled the ‘Enable security on EurothermSuite PC's’ option has a check mark along side, if there is NOT a
check mark security is disabled.

How to Enable/Disable Security on EurothermSuite PC's
The following instructions will enable or disable the security of the computer resident on the current security configuration.
1 Select ‘Options > Enable security on EurothermSuite PC's’ from the Menu Bar.

Note
The ‘Enable Security on EurothermSuite PC's’ is disabled by default (NO check mark). If enabled a check mark is visible.

File Wiew Login Password | Options  Help
ﬁ'l nl J\‘.@l PC Configuration. ..
Master UM path. ..

User global | Llsersl UseraroL  paqulation...

Deployable
b ax login attemptz Enable security on Eurotherm Suite Pc's
K.eep retired Uszer [dz Eurotherm Suike Po security level names. .

Min zer |d length Lindpe client security. .,
Maw | lzer Id lennth

Login dialog timeout [zecs]

2 A dialog window to appears. Press ‘Yes’ to confirm or ‘No’ to cancel the operation.

Are pou sure youl wizh to enable security ?

3 If the Project (project.mdb) and Security Manager databases are NOT located in the same directory, security is
enable/disabled without the warning below. If the databases are located in the same directory the following dialog
window is displayed. Read the information and take the appropriate action.

There iz a Project Databaze in the zame directony az the Securnity D atabaze.,

“'ou may update the ['atabaszes o that the Security and Project Databases are locked together.
If your chooze nat ko lock the databases, then there is a security rizk.

Click *'ez' to lock the Securty and Project D atabaszes.

Click "Moo’ to MOT lock Securnity and Project D atabaszes.

Click 'Cancel to quit changing security

Eann::ell Ha |

It is recommended that...
the User selects ‘Yes’ to ensure the Project (project.mdb) and Security Manager (SecManDb.ujx) databases remain
associated.
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Save Changes

This function allows the User to save the configuration changes to the active database at the current location.

It is recommended that...
changes are saved at regular intervals.

Save changes by,

1 Selecting ‘File > Save’ from the Menu Bar.

. Alternatively, click the Save toolbutton.

Yiew Login Fassword Of
Open... Chrl+0
Cloze

Save Changes Ctrl+5 |-

Dizzard Changes
Switch to b azter DB
Deploy Security...

Frirt...

Exit

2 The save changes dialog window appears, press ‘Yes' to save any changes, and ‘Cancel’ to return to the current
Security Manager window. Select ‘No’ to discard any changes made since the last save and revert to a blank Security

Manager window.

Do you want to zave the changes vou made to C:h .

Eann::ell Mo |

3 If the ‘Sign’, ‘Authorise’ and/or ‘Note’ Management Data and Access Rights are configured a window is displayed with
the appropriate fields available. Press ‘OK’ to save any changes, and ‘Cancel’ to return to the current Security Manager
window

#* Signatures

Sign Authorize

dzerld: I— Jzerld: I—
Paszword: I— Paszword: I—

Mote:

n Ny

Changes:

-
4| | b

O, | Canicel |
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Discard Changes
This function allows the User to abandon the changes made and return the database to the last saved configuration.
The previously saved database configuration can be retrieved by,

1 Selecting ‘File > Discard Changes’ from the Menu Bar.

Yiew Login Password Op

Open... Chrl+0
LCloze
Save Changes Chil+5

Dizgcard Changes
Switch to b azter DB
Deploy Security...

Print...

E xit

2 The dialog window below appears. Click ‘Yes’ to ignore all changes made since the previous save. Select ‘No’ to return
to the current database configuration, retaining the changes.

Are you sure you want to cancel the changes toSh LS
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Defining the Regulation

When setting the level of Regulation required a dialog window will appear. The required Regulation is configured by simply
selecting the required Regulation from the drop down list provided.

Beware
once accepted (Ok button) a level of Regulation can ONLY be increased.

The User MUST know if the system needs to comply to a level of Regulation.

1 Select ‘Options > Regulation’ from the Menu Bar. A dialog window appears.

File “iew Logn Paszword s Help

= | =] | m,aﬂ | Enable security

PC Configuration
Uzer global l Llsersl Uszeragrou  pgaster LINC path I

Lagin dislag timeout Regulation...
bd aw login atternptz Deployable
Keaan ratirad | lear |A= Trnia |

2 Read the information displayed and then at the prompt select the Regulation required.

. Default
This imposes the fewest restrictions on the parameters in the system.

o 21 CFR Part 11 Records only
This causes Security item types to Audit Trail changes.

. 21 CFR Part 11 Signatures

This causes Security item types to comply with ALL constraints imposed by 21 CFR Part 11, including the Audit
Trail and Electronic Signature security features.

Select new regulation

Select the regulation from the drop davn ligt belaw.,
Regulations determine the ranges to which property values may be zet.

The Security Manager does nat allow the zelection of a regulation that haz a lower
gecunty level than that which iz curently zelected. The drop down list below orders
the regulations in acending levels of zecurity. The 'Tefault’ regulation which impozes
the fewest restrichionz, iz the first in the lizt.

Itiz IMPORTAMT ta remember that the restrictions impoged by thiz regulation will not
be applied to the exizting property walues of users, securnity iterms, and user group
access nghtz. The restiction iz anly enforced when new data iz added. ar when an
atternpt i made to wiite a new walue.

For example an exizting uger may hawve ite paszward expiry zet to 0, to dizable it
Selecting a '21 CFR Part 11" regulation would force the password expiry on new
uzers to be enabled, between 1 and 180 days. However the password expine on the
exizting uzer would be left at 0. Therefore bo ensure the existing uzer complies o the
new regulation itz pazsword expiny will need to be manually edited.

21 CFR Part 11 - Records only |

Ok Cancel

....................................

3 Click the Ok button to confirm the selection or Cancel to change in Regulation and return to the Security Manager
Window.
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edit the User global tab parameters

How to configure the User global?

User global parameters define the properties of all Users of the database, including Users on client databases.
To configure the User global

1 Firstly, ensure the User global information is displayed. If these options are not, click the User global tab.

2 Then, configure the fields appropriately.
. Change the Login dialog timeout parameter

. Change the Maximum login attempts parameter

. Change the keep retired User Ids parameter

. Change the minimum User Id length parameter

. Change the maximum User Id length parameter

. Change the minimum password length parameter

. Change the maximum password length parameter

. Change the Password reuse period parameter

. - _ 7y ,
Finally, save changes and deploy to Security item(s), using the Mto start the deployment wizard.

Note
Starting the Deployment wizard will replicate the master Security database to selected items in the security configuration.

change the maximum login attempts

Change the numeric value to increase or decrease amount of consecutive failed logins that may be attempted before the
being automatically disqualified (locked out).

1 Click the editable ‘Maximum login attempts’ field.

Note
The existing value is highlighted. If the value is NOT highlighted double click in the field.

Uzer global | Llsersl Ll zer grn:-upsl Secur

Login dialog timeot | ]
bl ax login attempts lE

K.eep retired User [ds True

tdin Uzer Id length 3

2 Enter the value that does not exceed the selected Regulatory value constraints.

Note
If a value entered exceeds the constraints, a dialog window appears. Read the dialog indicating the constraints of the field
and then click ‘Ok’ to return this field to its previous setting.

Security manager

Entered walug iz outzide the wvalid range: "3 to '39°

3 Finally save changes.
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change the minimum password length
Change this field to increase or decrease the minimum number of characters used for ALL passwords in the database.
1 Click the editable ‘Minimum User Id length’ field.

Note
The existing value is highlighted. If the value is NOT highlighted double click in the field.

User global | Llsers| |zer gn:nups| Secuy

Lagin dialag timeot 1]
b ax login attempts 1]
F.eep retired Uzer [dz True

kin Uzer 1d length 3
b ax Uzer [d length g
kin paszword length E

kM av razzmard lanath =

2 Enter a value of between 3 and 8. Enter a new value of between 3 and 8 which does not exceed the selected
Regulatory value constraints.

Note
If a value entered exceeds the constraints, a dialog window appears. Read the dialog indicating the constraints of the field
and then click ‘Ok’ to return this field to its previous setting.

Entered walue iz outzide the valid range: '3 ta '8

3 Finally save changes.

change the minimum User Id length

Change this field to increase or decrease the minimum number of characters used for ALL User Id’s in the database.
1 Click the editable ‘Minimum User Id length’ field.

Note
The existing value is highlighted. If the value is NOT highlighted double click in the field.

Uzer glabal |L|sers| Izer groups | Securi

Login dialog timeout 1]
b & login attempts 1]
F.eep retired User [ds True

bin Uzer |d length E

b aw zer [d length a
[T T R ] -

2 Enter a value of between 3 and 8 which does not exceed the selected Regulatory value constraints.

Note
If a value entered exceeds the constraints, a dialog window appears. Read the dialog indicating the constraints of the field
and then click ‘Ok’ to return this field to its previous setting.
- - |

Entered walue iz outzide the walid range; '3 to &'

3 Finally save changes.
change the maximum password length

Change this field to increase or decrease the maximum number of characters used for ALL passwords in the database.
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1 Click the editable ‘Maximum User Id length’ field.

The existing value is highlighted. If the value is NOT highlighted double click in the field.

2 Enter a value of between 3 and 8 which does not exceed the selected Regulatory value constraints.

Note

Uzer global | Llsersl Uzer groups | Secu

Login dialag timeot 1]
bl ax login attempts 1]
K.eep retired User |ds True

tin Uzer |d length 3
tax Lser |d length a
tin pazsword length 3
bl ax pazsword length E

Pazzword reuze perod 1]

Note

If a value entered exceeds the constraints, a dialog window appears. Read the dialog indicating the constraints of the field

3 Finally save changes.

and then click ‘Ok’ to return this field to its previous setting.

Entered walue iz outzide the wald range: '3' to '8
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edit the User tab parameters
How to add a User

A User account is added to enable the User to perform certain functions within the system, one of which is Security
Manager itself. Only Users with sufficient account Access Rights can modify the security database.

A User is added by pressing the ﬂlthat displays the Add User dialog box.
Add a User by

1 Pressing mldisplays the Add User dialog box below.
pdduwser ]

— |dentity [ D'ata in thiz gection must be entered |

Hzerld: Full name :

Faszword : Confirm pazsword

— Attributes [ Data in thiz gection will be zet to default values if not entered |

Pazzword expiry : I [T Change password v Enabled

— Remote access [ Data in this zection will be zet to default walues if not entered |————

Femote Lzer |d :

Remote password : Confirm pazsword |

Ok, Cancel |

2 Complete All the Identity fields and any other appropriate fields, being aware of the constraints configured in the User
global tab.

Note
The constraints are defined in the Security Manager Regulatory Defaults table.

3 Press 'Ok’ to add a User or ‘Cancel’ to ignore the changes and return to the User tab.

Note
Only unsaved Users accounts can be removed (accounts added AFTER the LAST save), but ONLY by using the File >
Discard Changes option. This also causes ALL unsaved changes to be removed, including the User.

4 Finally save changes.
. If satisfied, the User can now be allocated to a User group.
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How to configure the User?

User accounts for each User must be configured, in order to access the security database of Security item assigned to a
corresponding Security zone.

To configure a User

1 Firstly, ensure the User group information is displayed. If these options are not, click the User group tab.

2 Then, add a User using ﬂl This displays a dialog box allowing the input of the User Id name and relevant
system information.

3 When the User accounts have been added, configure the fields appropriately.

,gﬂ
4 Finally, save changes and deploy to Security item(s), using the E'_lto start the deployment wizard.

When a number of Users have been added, the User tab can show all or just the active Users

If a User becomes locked out of the database, use the

Change the User Id parameter
Change the Password parameter

Change the Change Password parameter

Change the Password expiry parameter

Change the Remote Userld parameter

Change the Remote Password parameter

Change the Fullname parameter
Change the System parameter

Change the Retired parameter

Change the Enabled parameter

Change the Login attempts parameter

Change the Locked out parameter

Change the Reason parameter

Je-enable Jzer
to re-enable a User.

Note

Starting the Deployment wizard will replicate the master Security database to selected items in the security configuration.
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How to show Active or All Users
The function of this button allows the User to display ALL Users or just the Active Users in the User Id column.

Display Active or All users by

.ﬂnrihﬁ 1IRFFR
1 Clicking _‘ and observe the list of User Id’s as it is reduced to show just the Active Users. The button

Al users |
now reads .

Note
If the tab was already showing just the Active Users, pressing the ‘All User’ button causes the list of User Id’s to expand
and show ALL Users, including disqualified Users.

Uszer global  Yeers | User groups | Securnity items | Security zones

Login Locked out | Reazon
attempts
ADMIM Falze True 0 Falze
ADMIMNZ Falze True 0 Falze
Beth Falze True 0 Falze
Dick, Falze Falze 0| True Account dizabled
Harry Falze True 0 Falze
0 Falze

Add uzer Active users Fe-emakle [zer E it |

2 Finally save changes.
re-enable a User

The function of this button allows the User with sufficient access rights to the Security database to enable an automatically
disabled User. A User may require re-instating if automatically locked, due to the,

B User account has been disabled (‘Enabled’ field reads ‘False’, Reason field reads ‘Account disabled’)
B |ogin attempts have been exceeded
B password has expired

Example

A User who has exceeded the maximum login attempts as configured in the User Global tab is an automatically disabled
User.

Re-enable a disqualified User by

1 Selecting the automatically disabled User from the list of Users in the User Id column.

User giobal  Uszers | User groups | Security items | Security zones

dzer ld Enabled Login Locked out | Reason
attermnpts
ADMIM True 0 Falze
ADMIMNE True 0 Falze
Beth True 3 True Exceeded max login attempts
Diick, True 0 Falze
Harm True 0 Falze
Thomasz True 0 Falze
« TE
Add uzer Active ugers Re-enable Uzer E xit |

2 Then clicking the ‘Re-enable User’ button. The User is now enabled.

edit the User group tab parameters
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add a User group

Assuming this tab is accessible, all User’s are displayed in the left hand column. A new column is created each time a
group is added. The group name is displayed at the top of each column.

Add a User group by

. Add uzer group I . .
1 Pressing to display the Add User Group dialog box.

Enter group harme

Ok | Eann:ell

2 Select a User Group name from the drop down and edit or simply type in a new User Group name.

3 Press Ok to add the User group or Cancel to ignore the changes and return to the User Group tab.

Note
If Ok was selected observe the User Group name is added to the tab.

Uzer glu:nl:nall Ugers User aroups | Security itemsl Security zones

Uszer Id Adrniriztrators
ADMIM =

AOMIMZ #

Beth
Dick.
Harmy
Thomas

Engineers | Office Operator | Operatars

Add user group Delete uzer group Euit

4 Finally save changes.

. If satisfied with the creation of the User Group, allocate Security Items or User Groups. If NOT satisfied groups
can be deleted, see How to delete a User group.
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How to configure the User group?

User groups must be configured to represent each category of User in the system.
To configure the User groups

The fields in this tab are check fields.

1 Firstly, ensure the User group information is displayed. If these options are not, click the User group tab.

Note
A selection of default User Groups already exists in the Security database.

. Add uzer group . . . .
2 Then, add a User group using This displays a dialog box allowing the input of the User group name.

. Once accepted, delete a User group if it has been incorrectly created.

3 When the User groups have been added, allocate each User to appropriate group(s).

) L ) it .
4 Finally, save changes and deploy to Security item(s). using the m_lto start the deployment wizard.

Note
Starting the Deployment wizard will replicate the master Security database to selected items in the security configuration.
delete a User group

Assuming this tab is accessible, all User’s are displayed in the left hand column. The group name is removed from the
window after deletion.

Note
All User accounts assigned to the deleted User group ONLY will remain in the database, but will lose any privileges
configured for that User group.

Delete a User group by

. Crelete uzar group | .
1 Pressing displays the Delete User Group dialog box.

Alternatively, select the group from the main display.

Delete user group

Enter group name

E hginieers j

Adriniztratars
Engineers

Operataors

2 Select a User Group name from the drop down or simply type in the User Group name.

3 Press ‘Ok’ to delete the User group or ‘Cancel’ to ignore the changes and return to the User Group tab.

Note
If ‘Ok’ was selected observe the User Group name is removed to the tab.
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Uzer glu:nl:nall Ugers User aroups | Security itemsl Security zones

Hzer |d

Adrministratorz | Engineers | Office Operator

perators

ADMIN

b

ADMINZ

-

Beth

Dick

Harmy

Thomas

Add user group

Delete uzer group

E =it

4 Finally save changes.

. If satisfied with deletion of the User Group, allocate a User to a group If NOT satisfied a group can be added, see

How to add a User group.

Delate Lser groap

° Use the

to remove a group added by error.
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edit the Security items tab parameters
add a Security item

Security items are added to correspond with all configured Security items within the security configuration. The addition of

Add secuity item
items is executed using the Y hich reveals the add Security item dialog box.

Add Security items by,

. Add zecurity item . . .
1 Pressing to display the first of 2 dialog boxes.

2 At this dialog box select the Security item type required from the drop down list.

,{--'F"-"Add gecurity item

Select type: TB00 Visual Supervizor j

M ek Cancel |

3 Press ‘Next’ to display the second of the 2 dialog boxes.

4 Complete the appropriate fields.

Note
Each Security item is automatically enabled to receive a deployment of the security database. This can be disabled by
clicking in the Enabled for Deployment check box and removing the check mark.

. Adding a 5000 Series, enter a unique ‘Security item name’ and ‘Address or Host name’. An item name MUST be
added whereas the Address or Host name can be entered at a later date.

. Adding a EurothermSuite PC, enter a unique ‘Security item name’ and ‘Project path’. An item name MUST be
added whereas the path can be entered at a later date.

. Adding Review or QuickChart software, enter a unique ‘Security item name’ and ‘Project path’. An item name
MUST be added whereas the Computer Name and Database path can be entered at a later date.

. Adding a T800 Visual Supervisor, enter a unique ‘Security item name’, ‘Lin port name’ and ‘Lin db name’. An item
name MUST be added whereas the port and database names can be entered at a later date.

. Adding a Windows Domain, enter a unique ‘Security item name’. Specify whether this Security item can configure
Users globally in a domain, select the Domain radio button, or locally from a PC, select the PC radio button. An
item name MUST be added whereas Domain or PC selection and the Name field can be entered at a later date.

It is recommended that...
both the Security item name and the Domain/PC name are the same, as this is referenced within Security Manager.

Note
The Windows Domain Security Item displays additional warnings concerning the reconciliation of Passwords and
Password expiry dates when deployed.

- . . o . Fodify security item
All Security item information can be modified at a later date using the

5 Press ‘Previous’ to return to the item type prompt, ‘Finish’ to accept the new Security item information, or ‘Cancel’ to
abandon the activity and return to the Security items tab.

6 Finally save changes.
. If satisfied now allocate the Security item. If NOT satisfied delete the Security item.
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How to configure the Security items?

Security items must be configured to represent each Security item type in a Security zone.

To configure the Security items

1 Firstly, ensure the Security items information is displayed. If these options are not, click the Security items tab.

2 Then, add a Security item. If a Security item has been incorrectly created,

. Delete a Security item

. Modify a Security item.

D=ploy

3 Finally, save changes and deploy to Security item(s). using the to start the deployment wizard.

. At
. Alternatively, use E'_l toolbutton.

Note
Starting the Deployment wizard will replicate the master Security database to selected items in the security configuration.
modify a Security item

Sometimes during the process of adding Security items certain information is not available and therefore cannot be

. _ _ Moy secuity tem |
entered. This information can be added using the e

Modify a Security item by,

Modi ity i
1 Clicking the Security item and pressing the b | This will displays a dialog box identical to the Add

Security item dialog box enabling the entry of the required information.

,{--'f'é.ﬁdd Eurotherm Suite Pc

Security item name: I .
:- Add T800 Vizual Supervisor

Project path:
Security itern name; |
Previous Fin | Lin port name: I
Lin Db name; |
Previous | Finizh Cancel

2 Enter any changes and press ‘Ok’ to confirm the information or ‘Cancel’ to reject the operation and return to the
Security item tab.
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deploy to selected Security items
The deployment of the master Security database can be initiated by either
B Clicking the ﬂ on the Toolbar,

Dzploy S county. . |
B Clicking the -0
B Selecting ‘Menu Bar > File > Deploy Security’.

available via the Security items tab, or

< k

(A=W “iew Login Paszword Of
Dpen Ctrl+0
Cloze

Save Changes Chl+5 E

Digcard Changes
Switch ta Mazter DB

Deplay Security...

Erirtt...

E xit

Deploy to selected Security items

1 After selecting to ‘Deploy Security’ using one of methods indicated above, the Deploy Security window is displayed.

Security manager databaze revizion: 5

Security items

M ame Configuration B ev| Operational Fey | Status
nstrurnent 5000 15|

Type

5000 Senes

Euratherm Suite Po Primarys erer ] 1 Ok
Euratherm Suite Po StandbyServer a] ] Ok
Review 58 ReviewlnReception 5 1] Ok
Review 50 ReviewOnDickPC 4 ] Ok
Review 50 ReviewldnHamPC 4 4 Ok
T800 Yizual Supervizor  TE00_04 4 0 Ok
Log

KT

Sumrmary

H

Total item count : 7
Count of itemz in an unknown state : 0 ofwhich 0 are deploying and 0 are still initializing
Count of itemz whoze secuty iz uptodate : 4 of which 0 hawve been successfully deployed
Count of itemz requinng deployment : 3 ofwhich 0 faled to deploy
Count of temz currently deploving : ]
Coaunt af iterms unable to deplay : 0  ofwhich O  aredizabled 0 unallocated, and
0  cannot be deployed from this computer
Deploy Deploy all All zones Exit

2 Click the *

Deploy’ or ‘Deploy All' button to continue.
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A ‘Save’ dialog window appears listing the destination of the deployed master security database.

These buttons can be used in conjunction with the Zones drop down list if available.

m

Note

Note

If the ‘Notes’ and/or ‘Sign’ features have been enabled for the User, appropriate fields are included in the save window. A
‘Note’ field allows information to be added and the ‘Sign’ field allows for the input of ‘Electronic Signatures’.

:- Signatures

Moke:
4 Y |
Changes:

ak.

Cancel |

Press ‘OK’ to confirm the deployment to the selected Security items.

Press ‘Cancel’ to return to the Security item tab.

3 After confirming the destination to the selected Security items the Deploy Security dialog window reappears. It now

shows the attempted reconciliation’s and downloads to the selected items in the 'Log' field of the window.

Ext L
4  Press 4|to return to the Deploy Security window.
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What is Deployment?

Deployment is a method of automatically gathering remote node ‘Security databases’, collating and updating the master
database with the latest relevant information and downloading it to selected Security item nodes. It is divided into
‘Reconciliation’ and ‘Download’ steps.

B Reconciliation collates the operational revisions from selected databases and retains them in the Security Manager
master database. The configuration revision of the master database is updated and allocated the next highest number.

B Download issues the latest configuration revision of the master database back to the selected client databases.

Example 4 - Deployment Computer configuration

With the correct master SecManDb.ujx configuration and start up of the Security Manager database on the specified
Deployment Computer.

r
|

I Factory Floor- Morth

Seckan
Security Zone

File “iew Logn Pazzword

] |:|ti|:|r'|:5: HE'I:I

Ei?rl E'm’aﬂl

|zer glu:ul:uall Llsersl Ilzer grou

Enable zecurity |

P Configuration
td azter LUMC path

hlaster
SechanDb uj

Configure Security Management PCs

Security Manager Reqgulation. .. [T Enable PC Locking .
= M anagement data v Deplopable T Hars | Tiae
B User groups This fesh 1 eenn Existin .
oo Administrators computer [ =g le to
Security zones deploy to | 2 | PLO0OZ E:-:!st!ng
= Factory Floor - Morth Confiauri BN PC0003 st
rT—— onfigurit 74| PCOO0S Existing
SCLINLY | FMELEMT L v g v e perp s 1o
i Management data
- ser groups -
--------- Engineers [Poon %
F— Operators PCO002
[ Factory Floor - South PCO0O3 I
- Office FCO009 i

Autodeployment PC's ched the

[[_11

.'Il Primany Senneri'

Security Zone

Master Sechdanhb.ujx revision
with e ach Security tem databasze
rewision in the zone

Security fone

FC's MUST be started

M a=ter Sechlanbouj
autodeployed from designated
to Security ltems inZone

uzing MAutodeploy
command line parameter

FC i

Ml astar Sechdanl b.ouj:

autodeployed from designated PC

| to Security ltems in Zone

Factory Floor- Sl:n_rth_'
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edit the Security zones tab parameters
add a Security zone

A new Security zone allows the User to configure different Management Data applicable to the User group (Users)
requirements. All zones are displayed in the navigation pane. Any zone with allocated groups or items can be expanded
(=) and collapsed (=). The Properties pane lists each zone in alphabetical order.

Note
Zones can ONLY be added when the zone list is displayed in the Properties pane.

Add a zone by

Add Securiy Zone |

1 Clicking to display the Add Security zone dialog box.

Enter securty zone

IFan::tn:ury Floar - Marth j

] | Ear‘u:ell

2 Select a Security zone name from the drop down and edit or simply type in a new Security zone hame.

3 Press Ok to add the Security zone or Cancel to ignore the changes and return to the Security zone tab.

Note
If Ok was selected observe the Security zone name is added to the tab

Uzer glu:nl:nall USE-'[SI zer gru:uupSI Securty tems  Security 2ones

Security Manager Factory Floor - AREAT
e tanagement data Factary Floar - Morth

....... User groups Factary Floar - South
Security zones Office

------- Factory Floor - North reception

------- Factary Floor - South

....... Office

------- reception

------- Factory Floaor - AREAT

&dd zecurty zone Delete zecunty zone Euit

4 Finally save changes.
. Now allocate ‘Security items’ or ‘User groups’ or alternatively delete a Security Zone'.
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How to configure the Security zone?

Security zones must be configured in order to define (set-up),

B Security item Management Data
B User group Access Rights.

Fenaming a Security znnel

To configure a Security zone

1

Firstly, ensure the Security zones information is displayed. If these options are not, click the Security zones tab.

Then, add a Security zone using

Add Securnity Lorne

Zone name.

Once accepted, delete a Security zone if it has been incorrectly created.

Next, allocate Security items.

Now, allocate User groups.

If required, configure a Deployment computer

Configure Management Data for Security items

Security Manager Management Data

5000 Series Management Data

PC Management Data

QuickChart Software Management Data
Review Software Management Data

T800 Visual Supervisor Management Data
Windows Domain Management Data

Configure Access Rights for User groups

Security Manager Access Rights
5000 Series Access Rights

PC Access Rights

QuickChart Software Access Rights
Review Software Access Rights

T800 Visual Supervisor Access Rights

Windows Domain Access Rights

This displays a dialog box allowing the input of the Security

. o . s ,
Finally, save changes and deploy to Security item(s). using the m_lto start the deployment wizard.

Note

Starting the Deployment wizard will replicate the master Security database to selected items in the security configuration.
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allocate Security items

Allocating Security items to Security zones is an additional form of security grouping. The intention is to group items that
require the same Management Data configuration so,

B allocated User groups have the ability to use enabled Management Data, and

m all Security items within the zone of identical type inherit the configured Management Data.

Security items can NOT be allocated to more than 1 zone.

Allocate Security items by

1 Opening a Security zone from the Navigation pane. When the zone is expanded Security items and User groups are

displayed.

Note

Before any groups or items have been allocated the Properties pane is blank, requesting items are allocated.

2 In the Navigation pane click the Security items heading.
Observe the Properties pane divides into 2 columns, a list of all the Security items

. ‘not in zone’ (left hand column), (Unallocated)

. ‘in zone’ (right hand column is initially empty). All allocated items are displayed in this column.

3 Click on a Security item from the ‘not in zone’ column.

4 Press the _”I to move the selected Security item to the ‘in zone’ column.

Note

Press the ;I to move the Security item back to the ‘not in zone’ column.

Uzer gln:ul:lall Llsersl zer grnupsl Security iterns S ecunty zones |

5 Ec_urit_l.-' i anager
fe bl anagement data
------- Uszer graups

Security zones
--Iﬁctnw Floor Morth

=] F actary Floar Sauth
--------- Secuty items
— Mﬁment data
= Uger gQraups
Lo Administratars

[ Office
[#]- reception

Ilzer groups not in 2one

Ilzer groups in 2one

Administrators

5 After successfully allocating the Security items to the appropriate Security zones, save changes and proceed with

configuring the User operations.
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allocate User groups

Allocating User groups to Security zones is an additional form of security grouping. When User groups are allocated to a
Security zone, they inherit the configured Access Rights.

A single User group may be allocated to any number of zones.
Allocate User groups by

1 Opening a Security zone from the Navigation pane.

Note
Before any groups have been allocated the Properties pane is blank and requests the allocation of User groups.

2 In the Navigation pane click the User groups heading.
3 Observe the Properties pane divides into 2 columns, a list of all the User groups

. ‘not in zone’ (left hand column), (Unallocated)
. ‘in zone’ (right hand column is initially empty). All allocated groups are displayed in this column.

4 Click on a User group from the ‘not in zone’ column.

5 Pressthe ;l to move the selected User group to the ‘in zone’ column.

Note
Press the ;l to move the user group back to the ‘not in zone’ column.

zer gl-:ul:uall Llsersl zer grnupsl Securty itemsz  SECUMY 20nes |

Securty Manager
- Management data
------- Ilzer groups

SEn:_:urit ZONES
--Iﬁctnw Floor Morth

B Fac:t-:ur_l,l Floor South ;I
_< |

IJzer groups not in zone Uszer groups in 2one

Adminiztrators

— Secunty kems
— sment data
= User graups

e dministrators
[+ Office
[ recephion

After successfully allocating the User groups to the appropriate Security zones, save changes and proceed with configuring
the User operations.

rename a Security zone

After a Security zone has been added, the specifics of it may change. The changes may now not clearly indentify the
Security zone.

To rename a Security zone

1 Select the required Security zone from the navigation pane. This will show the Security zone name in the Properties
pane, to the right of the navigation pane.

2 Simply, replace the existing Security zone name by typing the new Security zone name in the Security zone name field
at the top of the Properties pane.

Note
Security zones names must be unique. Any attempt to duplicate Security zone names will display a failure dialog, and
cancel the operation.
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delete a Security zone

Deleting a Security zone removes the configured Management Data and Access Rights for the allocated groups and items.
If Security items or User groups are allocated to only this deleted zone they need to be re-allocated and all configurations
revert to the default parameters. If allocated to another Security zone, ONLY the Management Data corresponding to the
deleted zones is removed. The User can delete Security zones using the Delete Security zone button. This function
removes the zone from the ‘Database’.

Delete a Security zone by
. Delete Secunt, Lone | ) . .
1 Pressing Y displays the Delete Security zone dialog box.

Select a Security zone name from the drop down or simply type in the Security zone name.

Delete security zone

Enter secunty zone

Factory Floor - AREA TS

Ok, | Eann:ell

2 Press ‘Ok’ to delete the Security zone or ‘Cancel’ to ignore the changes and return to the User Group tab.

Note
If ‘Ok’ was selected observe the Security zone name is removed to the tab.

zer glu:nl:nall Llsersl Izer gru:uupsl Securty tems  Decurty zones

5'3'3:'-"“}' b anager Factomy Floor - AREAT
e M anagernent data Factom Floor - Marth
....... User groups Factom Floor - South
Securty zones Office
------- Factory Floor - Morth el
------- Factary Floor - South
....... Office
------- reception
------- Factory Floar - AREAT

Add zecurty zone | Delete zecunty zone E uit
D=play SecLrity...
3 Pressthe e ’ button.
4 Finally save changes.
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Example 1 - Allocating Security items / User groups

If Security items and User groups have been added, selecting the heading in the left hand pane which displays a column of
items or groups ‘not in zone’ and a column of items ‘in zone’ in the right hand pane.

zer gl-:ul:uall Llsersl zer gruupsl Securty items  Securty zones

Security Manager . . _ .
Security items not in Zone Secunty tems in zone

--------- i anagement data

(- User groups ]y OnDickPC PrirmaryS erver

Security zones ReviewOnHarmPC StandbyServer

[#]- Factony Floor Marth

*
[#]- Factary Floor South —I
_< |

=1 Oifice
--------- Security itemns
i M anagement data

Note
If User groups have been added selecting a User groups heading in the left-hand pane displays a table of unallocated and
allocated groups within the selected zone in the right hand pane.

Example 2 - Management Data

Selecting a zone name in the left hand pane displays the allocated item types and configured Management Data in the
right hand pane.

IJzer gl-:ul:uall Llsersl Il zer gmupsl Security iterms S ecurity 2anes |

SE'I:?'-"itP tManager Beview 5A4  T800Visual Supervisor |
i Managerment data
_______ User groups Recoveny account v
Sec_urit_u ZOnes Fazzword expiry ||:|
I$I ------- Factary Flaor - Maorth Inactivity imeaut [minz) T

b Spcurity berms
-------- b anagement data
N ) IJzer groups
------- Factomy Floor - South
Example 3 - Access Rights

If selecting a User group name (accessed via ‘Zone name > User group > User group name’) in the left hand pane the
item types and configured access rights (if allocated) are shown in the right hand pane.

Ilzer glu:ul:uall Llsersl Il zer gmupsl Securty iterns S ecunty zones |

Securty Manager Review SAy  T800 Visual Supervizor
--------- M anagement data -
[+ Uszer groups SlEl L
Securty zones Authorize u
B Factary Flaor - Marth Wiew Only 'l
i SECLTbY Thems
......... Management deta Reference Number ||:|
=} Uzer groups Access level IDperatDr j
O Ehgineers
A Operatars
[+ Facton Floor - South

edit the Security Manager permissions
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configure the Security Manager management data

The Security Manager Utility management data is configured to enable valid Users access to change only a limited level of
data. This means enabling or disabling specific features to ensure the Project can be monitored and maintained as desired.

Management data can be configured from any Security item containing either the master or client database.
It is recommended that...

a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB’ to
open the master database.

To configure this

If the Security Manager zone Management Data is selected in the Navigation pane, the SecMan tab displays the
configurable management data in the Properties pane, as follows

Alaudit trail
[5lsigning
Slauthorisation
_""|Recovery user

configure the Security Manager access rights

The Security Manager Utility access rights are configured to enable valid responsible Users, generally Administrators, and
access to configure the access rights.

It is recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB’ to
open the master database.

To configure this

If the Administrators User group is selected in the Navigation pane, the SecMan tab displays the configurable access rights
in the Properties pane, as follows

_"|Sign
_""|Authorise

_"'llnactivitv timeout (ms)

2|Chanqe own password

_"’l|Chanqe own expired password

_"'|View security data

_"'|Edit user global data

llEdit user data

_"'|Edit user group data

_"lEdit security item data

2|Edit zone configuration data

_"’llEdit Zone management data

_"'lEdit zone access rights data

BSlEdit Security Manager setup

llEdit Deployable flag

_"'lDeQon Security

edit the 5000 Series permissions
configure the 5000 Series management data
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The 5000 Series Security item is configured to enable the User sufficient features in order to perform all expected tasks
within the constraints of the selected Regulation. It is used to enable or disable features of the security configuration.

It is recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB'’ to
open the master Security database.

To configure this

Selecting a zone name from the Navigation pane displays the 5000 Series Security item tab with the following fields in the
Properties pane.

ﬂRecord Logins
5l ogin Timeout (mins)

Slwith unapplied changes

ﬂReguire Signing

ﬂRequire Authorisation

llEnabIe Audit Tralil

llDisabIe Service Account

ﬂLoqin by User List

Alpassword change on Expiry
configure the 5000 Series access rights

The 5000 Series Security item is configured to enable the User sufficient access rights to perform all expected tasks. It is
used to control and monitor the operations covering multiple areas of the security configuration.

It is recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB’ to
open the master database.

To configure this

Select a zone name from the Navigation pane displays the 5000 Series Security item tab with the following fields in the
Properties pane.

ﬂConnect from Remote
ﬂEdit Own Password
ﬂChanqe Alarm Setpoints
llAcknowIedqe Alarms
ﬂEdit Maths Constants
ﬂReset Maths

Slpreset Totalisers
llPreset Counters
ﬂStart/Reset Timers
ﬂSet Clock

Aladjust Inputs

llArchiving Control
ﬂSave/Restore

ﬂPaste/DeIete Files

ﬂFuII Configuration

£|Full Security
llBatch Control

ﬂCan Sign

ﬂCan Authorise

5lEvent Permission 1 t0 5
llEdit Output Channel Default
ﬂAction Demand Writes
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edit the 6000 Series permissions
configure the 6000 Series management data

The 6000 Series Security item is configured to enable the User sufficient features in order to perform all expected tasks
within the constraints of the selected Regulation. It is used to enable or disable features of the security configuration.

It is recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB’ to
open the master Security database.

To configure this

Selecting a zone name from the Navigation pane displays the 6000 Series Security item tab with the following fields in the
Properties pane.

5lrecord Logins

l|Loqin Timeout (mins)
l'With unapplied changes
l'Reguire Signing

£|Require Authorisation
llEnabIe Audit Trail
l'DisabIe Service Account
l'Loqin by User List
Hlpassword change on Expiry

configure the 6000 Series access rights

The 6000 Series Security item is configured to enable the User sufficient access rights to perform all expected tasks. It is
used to control and monitor the operations covering multiple areas of the security configuration.

It is recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB'’ to
open the master database.

To configure this

Select a zone name from the Navigation pane displays the 6000 Series Security item tab with the following fields in the
Properties pane.

l'Connect from Remote
l'Edit Own Password
ﬂChanqe Alarm Setpoints
llAcknowIedqe Alarms
l'Edit Maths Constants
l'Reset Maths

Slpreset Totalisers
llPreset Counters
l'Start/Reset Timers
l'Set Clock

£|Ad'ust Inputs

llArchiving Control
llSave/Restore

l'Paste/DeIete Files
llFuII Configuration

llFuII Security
llBatch Control

l'Can Sign

l'Can Authorise

Slevent Permission 1 to 5
llEdit Output Channel Default
llAction Demand Writes

l'Perform Upgrade
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edit the EurothermSuite PC permissions
configure the PC management data

The EurothermSuite PC Security item is configured to enable the User sufficient features in order to perform all expected
tasks within the constraints of the selected Regulation. It is used to enable or disable features of the security configuration.

It is recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB’ to
open the master database.

To configure this

Select a zone name from the Navigation pane displays the EurothermSuite PC Security item tab with the following fields in
the Properties pane.

Slaudit trail
ﬂSigning
ﬂAuthorisation
ﬂAIarm signing
Slalarm authorisation
llConfirmation
SlNotes

Alauto Logon

£|Log Invalid Times
Alaudit Ports
ﬂLockout Level

configure the PC access rights

The EurothermSuite PC Security item is configured to enable the User sufficient access rights to perform all expected
tasks. It is used to control and monitor the operations covering multiple areas of the security configuration.

It is recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB'’ to
open the master database.

To configure this

Select a User group name from the Navigation pane displays the EurothermSuite Security item tab with the following fields
in the Properties pane.

Slsign

5lauthorise

Alprint

SlTagEdit

ﬂODerator Point Display
llExport Historical Trend
ﬂFacepIate Configurator
ﬂlnactivitv timeout (ms)
£|Displav access level
llSynchronise Files
ﬂOverride Server Redundancy
ﬂTask Switch
ﬂOperator group global
llDebug

ﬂOQerator groups

ﬂTrend global
HlalarmHistMaxitems

llTrends

ﬂReciQe

ﬂGIobaI Alarm Acknowledge
ﬂFaceplate Modify
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£|Chanqe Language
llOffIine data writes
Alio data writes
llSvstem User writes
llCustoml to Custom5
llCustomG to Custom10
Sldownloaded Recipes
l'Taq Security Area
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edit the QuickChart software permissions
configure the QuickChart software management data

The QuickChart software Security item is configured to enable the User sufficient features in order to perform all expected
tasks within the constraints of the selected Regulation.

It is recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB’ to
open the master database.

To configure this

Select a zone name from the Navigation pane displays the blank QuickChart software Security item tab in the Properties
pane.

ﬂSigning
configure the QuickChart software access rights

The QuickChart software Security item is configured to enable the User sufficient access rights to perform all expected
tasks. It is used to control and monitor the operations covering multiple areas of the security configuration.

Itis recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB'’ to
open the master database.

To configure this

Select a User group name from the Navigation pane displays the QuickChart software Security item tab with the following
fields in the Properties pane.

2|Create Chart
ﬂchart Open/Close

Slmodify Chart
1|Save Chart

Slchart Setup
Bladministration
Alchart Annotate
Blchart Review
Blchart Approve
Slchart Release
Slprint

Slprint Setup
l'Exgort Data
2|Exgort Setup

lllnactivitv timeout (ms)
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edit the Review software permissions
configure the Review software management data

The Review software Security item is configured to enable the User sufficient features in order to perform all expected
tasks within the constraints of the selected Regulation. It is used to enable or disable features of the security configuration.

It is recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB' to
open the master database.

To configure this

Select a zone name from the Navigation pane displays the EurothermSuite PC Security item tab with the following fields in
the Properties pane.

_"'|Signing
configure the Review software access rights

The Review software Security item is configured to enable the User sufficient access rights to perform all expected tasks. It
is used to control and monitor the operations covering multiple areas of the security configuration.

It is recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB’ to
open the master database.

To configure this

Select a User group name from the Navigation pane displays the Review software Security item tab with the following fields
in the Properties pane.

_"lTransfer Files

llChart Setup
_"’l|Chart Open/Close

Almodify chart
_""|Save Chart

Sladministration
HlFile services
Alchart Annotate
Blchart Review
Blchart Approve
Slchart Release
Blprint

Slprint Setup
_""|Export Data
llExport Setup

_"llnactivitv timeout (ms)
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edit the T800 Visual Supervisor permissions

configure the T800 Visual Supervisor management data

The T800 Visual Supervisor is configured to enable the User sufficient features to perform all expected tasks.
It is recommended that...

a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB’ to
open the master database.

To configure this

Select a zone name from the Navigation pane displays the T800 Visual Supervisor tab with the following fields in the
Properties pane.

ﬂRecoverv account

llPassword Expiry

Hlinactivity timeout (ms)

configure the T800 Visual Supervisor access rights
The T800 Visual Supervisor is configured to enable the User sufficient access rights to perform all expected tasks.
It is recommended that...

a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB'’ to
open the master database.

To configure this

Selecting a User group name from the Navigation pane to displays the T800 Visual Supervisor tab with the following fields
in the Properties pane.

Blsign
Slauthorise
Blview Only
Bladmin only
Alere
Slremote
llUserl to User4

llReference Number

Alaccess level
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edit the Windows Domain permissions
configure the Windows Domain Management Data

The Windows Domain Management Data is configured to enable valid Users access to change only a limited level of data.
This means enabling or disabling specific features to ensure the Project can be monitored and maintained as desired.

Management data can be configured from any Security item containing either the master or client database.
It is recommended that...

a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB' to
open the master database.

To configure this

Select a zone name from the Navigation pane, to display the Windows Domain Security item tab with the following fields in
the Properties pane.

_""|Administrator Userld

_"'|Administrator Password

_""|Password Expiry

_"'|Deplov existing users

_""|Delete retired users

configure the Windows Domain Access Rights

The Windows Domain Security item is configured to enable the User sufficient access rights to perform all expected tasks.
It is used to control and monitor the operations covering multiple areas of the security configuration.

It is recommended that...
a client database should ONLY be edited in exceptional circumstances. Use the pulldown ‘File > Switch to MasterDB’ to
open the master database.

To configure this

Select a zone name and User group from the Navigation pane, to display the Windows Domain Security item tab with the
following fields in the Properties pane.

_"lGrougs
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Configure Security item parameters
configure the Access level access rights

This field allows the User to specify the security Access level required to read or write to T800 Visual Supervisor item
types. Any User attempting to use the T800 Visual Supervisor's MUST have Access Rights that are equal or greater than
the value entered in this field.

The Access level drop down list displays the Operator, Commission, Engineer and Admin levels.
This is configured in the database for T800 Visual Supervisor Security items.
To configure this

1 Select the type of access level required from a drop down list, as described above.

[ =] o= R Y [ R R [N KL | ID HICITIT =T AT ID

Aecess level I Operator - I Access level Operatar hd I

‘Tiperator ; Operator
Commiszion Commiszion
‘E noineer

Admin

Enaineer
Admin

2 Finally, save changes and proceed to the next task.
configure the Acknowledge Alarms access rights

This check box allows or does not allow the Users assigned to the selected User group to acknowledge the presence of an
alarm.

It has 2 states, V. True or r. False. If the check box is set to True the User group is allowed to acknowledge the alarm.
If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this

1 Click the Acknowledge Alarms check box.
v indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Action Demand Writes access rights

This check box allows or does not allow the Users assigned to the selected User group to overwrite master
communications values,

B by job action
B by the User Screens 'Operator' key, if the Master Communications option is fitted

It has 2 states, L True or r. False. If the check box is set to True the User group is allowed overwrite master comms
values. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this

1 Click the Action Demand Writes check box.
VN indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Adjust Inputs access rights

This check box allows or does not allow the Users assigned to the selected User group to change the process values of
selected channels.

It has 2 states, V. True or r. False. If the check box is set to True the User group is allowed to change the process
values of selected channels. If False, the User group has been denied the access rights.
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This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this

1 Click the Adjust Inputs check box.
¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Admin only access rights
This field allows or does not allow Administrator Users to perform tasks that exceed the responsibility.
This is configured in the database for T800 Visual Supervisor Security items.
To configure this

1 Click the Admin only checkbox.
¥ indicates the Administrator User can perform tasks within the Administrator responsibility only.

indicates the Administrator User is permitted perform tasks that exceed the Administrators responsibility.
I-'d'tthAd"ttU i itted fi tasks that d the Administrat ibilit
2 Finally, save changes and proceed to the next task.

configure the Administration access rights

This check box allows or does not allow the Users to use the Automatic Print Setup, Maintain Database, Auto
Backup/Transfer Setup, Instrument Setup, Security Setup, and all Options menu item commands.

It has 2 states, L True or r. False. If the check box is set to True the User group is allowed to use the setup
commands and all Options menu item commands. If False, the User group has been denied the access rights.

This is configured in the database for the Review and QuickChart software item type.
To configure this

1 Click the Administration check box.
= indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Administrator Password field

This field allows the generation of a Windows Domain Administrator password to accompany the Windows Domain
Administrator User account. The Windows Domain Administrator User account is defined in the Administrator Userld field.

This is configured in the database for Windows Domain Security item type.
To configure this
1 Click the Administrator Password field.

2 At the keyboard, enter the required Password and press the return key.

Note
If attempting to leave this field blank Security manager automatically configures a default password, ADMIN — case
sensitive.
configure the Administrator Userld field

This field allows the generation of a Windows Domain Administrator User account. It has sufficient privilege for Security
Manager to login and configure the security of a Windows domain. If the Userld field is left blank, Security Manager will
complete the changes using the currently logged on User. This Userld requires a password that is defined in the
Administrator Password field.

This is configured in the database for Windows Domain Security item type.
To configure this
1 Click the Administrator Userld field.
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2 Atthe keyboard, enter the required Userld and press the return key.

Note
If Security Manager does not have sufficient privilege, deployment will fail.

configure the Alarm authorisation field

This field allows the input of a specified alarm priority level that when reached or exceeded will require an approval
signature. This signature will accompany the Alarm signing signature that authenticated the alarm acknowledgement,
which will automatically be requested even if NOT configured.

A default value of ‘0" indicates this feature is disabled with ‘1’ being the lowest priority level and ‘15’ being the highest.
This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Selectin the Alarm authorisation field.

Note
If the value is NOT highlighted double click in the field.

Signing v
Authorization [v
Alarm zigring ID—
Alarrn authorization lm—
Canfirrnation [
~
—

Maotes

Mok | amaa | learl A

2 Using the keyboard, enter a new value and press the return key.

Note
A dialog window appears if a value outside the constraints is entered. Read the dialog and click ‘Ok’, the field reverts to its
previous setting.

Secunty manager |

Entered value iz outzide the walid range: '0" ko "15'

3 Finally, save changes and proceed to the next task.
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configure the Alarm signing field

This field allows the input of a specified alarm priority level that when reached or exceeded will require a signature to
authenticate the alarm acknowledgement.

A default value of ‘0’ indicates this feature is disabled with ‘1’ being the lowest priority level and ‘15’ being the highest.
This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Selectin the Alarm signing field.

If the value is NOT highliglr?tteed double click in the field.
Signing v
Authorization v

Alarm sighing im—
Alarm autharization ID—
Confirmation N

MNotes N

Aviba | amnn | Loarl A

2 Using the keyboard, enter a new value and press the return key.

Note
A dialog window appears if a value outside the constraints is entered. Read the dialog and click ‘Ok’ the field reverts to its
previous setting.

Security manager

Entered walug iz outzide the walid range: '0° to 15

3 Finally, save changes and proceed to the next task.
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configure the AlarmHistMaxItems access rights

This field allows the selection of a type of confirmation via a drop down list, needed to accept changes to the number of
retrieved alarms from the alarm history via the ‘InTouch WindowViewer'.

InTouch WindowViewer > Alarm History

The AlarmHistMaxIltems enables the User to increase the maximum number of alarms retrieved from the alarm history
server from 500 to 32767, data retrieval timeout permitting.

Note
The Action Disabled access right ONLY prevents the User changing the number of retrieved alarms to greater than 500.

This is configured in the database for EurothermSuite PC Security item type.

To configure this
1 Select the type of confirmation required from a drop down list, as described above.

| rend glabal Mo Lonhirmation ]| | rend glabal Mo Lonhrmation il |
AlarmHizth axltems Mo Confirmation 3 AlarmHiztM axltems Mo Confirmation 3
Trerds e Confimation T s ST ——
Coanfirra Ol Canfirra Ol

Recipe Download NDD?E"m hd Recipe Download NDD?E"m e
Global Alarm Acknowledoe 3 ignature [Global Alarm Acknowledge Signature

i Sign & Mote i Sign & Mote
Faceplate Madify Sign & Authorize Faceplate Madify (Sign & Authorize
Ch L Sign & Authonize & Mote Ch L Sign & Authonze & Mote
_oras mangHens Action Digabled _oas mangres Action Disabled

2 Finally, save changes and proceed to the next task.
configure the Archiving Control access rights

This check box allows or does not allow the Users assigned to the selected User group to configure the archiving strategy
of 5000 Series configuration data.

It has 2 states, W True or r. False. If the check box is set to True the User group is allowed to configure the archiving
strategy. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this
1 Click the Archiving Control check box.
~ indicates that the User group is allowed to use this action.
r indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.
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configure the Audit Ports
These fields enable the configuration of up to 4 Local Instrument Networks (LINs) for remote Audit Trail purposes. Each

Audit Port field stores events and alarms in local .uhh files sent from all T800 Visual Supervisors that communicate via that

network.

Each LIN Network is designated using it's network port name in the appropriate Audit Port field. Generally Audit Port 1 is
designated the first ALIN port (e.g. ALIN1) and Audit Ports 2, 3 and 4 the other ports (if available).

This is configured in the database for EurothermSuite PC Security item type.

To configure this

1 Firstly find the network port name.

2 Locate Security item node name in the Network folder and then trace back to the Network level.

3 Enter the network port name in the appropriate Audit Port field.

Audit Port 1
Audit Port 2
Audit Port 3
Audit Port 4

—
—
—
—

Audit Port 1
Andit Port 2
Audit Port 3
Audit Port 4

4 Ensure all T800 Visual Supervisors in the network are configured appropriately.

At each instrument open the Administration menu by operating the

screen) then

SYSTEM > ADMIN > NET AUDIT keys

ey

TREMDO
FUNMING  Ds:0r A4

15:01:12

Hn
| THO0 BadBat P=d

CANCEL

ELIT*H
ELINE
I—
I—

(menu) button (at the bottom right of the

OB/4 /02

[

Il
i

Edit the configuration as appropriate and press Save.

Finally, save changes and proceed to the next task.
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configure the Audit Trail field

This check box allows or does not allow the Users to request the future logging of events and alarms generated by an
action when the Default Regulation is selected

Options > Regulations
The other Regulations are pre-configured (Read only fields) to record information in the Audit Trail.

The events and alarms are logged in tamper proof data storage files in a History folder in the same directory as the
Security database.

Note
The default value limits of the field are subject to Regulatory defaults.

It has 2 states, V. True or r. False. If the check box is set to (True - 21 CFR Part 11 compliant), events will be logged
in the Audit Trail. If false, the Audit Trail will NOT log any events in the selected zone.

This is configured in the database for the Security Manager, EurothermSuite PC, and 5000 and 6000 Series instrument
Security items.

To configure this
1 Click the Audit Trail check box.

v indicates the Audit Trail is enabled in this Security item type.

I indicates it is disabled.
2 Finally, save changes and proceed to the next task.
configure the Authorisation field

This check box allows or does not allow the Users to request a Authorisation Signature for the selected Security item type.

It has 2 states, True or r. False. If the check box is set to True, an Authorisation Signature will be requested that ONLY
Users groups with Authorise access rights allocated to this Security zone can complete before the changes can take effect.
If False, an Authorisation Signature will NOT be requested.

Note
If Sign is configured as r. False a User will still be requested to Sign for unsaved changes IF the Authorisation field is
configured as LA True.

The security configuration may request both an authentication and an authorisation signature before the changes can be
implemented. An authorisation signature is used to approve the changes that have been authenticated.

This is configured in the database for the Security Manager, EurothermSuite PC, and 5000 and 6000 Series instrument
Security items.

To configure this
1 Click the Authorisation check box.
N indicates that approval will be requested in the Computer Security item type in this Security zone.

r indicates it will NOT be requested.
2 Finally, save changes and proceed to the next task.
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configure the Authorise access rights

This check box allows or does not allow the Users to sign as authorisation. This authorisation is to verify the User
accepting (see Sign) the changes and also to implement the changes.

Note
The 5000 Series Instruments also use the Authorise feature, but is indicated as ‘Can Authorise’ number of retrieved
alarms to greater than 500.

It has 2 states, V. True or r. False. If the check box is set to True the User is allowed to sign as authorisation. If False,
the User group has been denied the access rights.

Note
If Sign is configured as False a User will still be requested to Sign for unsaved changes IF the Authorise field is configured
as True.

This is configured in the database for Security Manager, EurothermSuite PC, T800 Visual Supervisor, 5000 and 6000
Series instrument and Review Security items types.

To configure this
1 Click the Authorise check box.

~ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.

configure the Auto Logon Userld field

This field allows the input of a specified system User Id that can automatically login when the Computer Security item type
is accessed. A system User Id is configured in the System field at the User tab.

This is configured in the database for EurothermSuite PC Security item type.

To configure this

1 Click in the Auto Logon Userld field. This displays a drop down riates :
list. Auto Logon Userld ﬁ
2 Select a User Id from the available list. Log Irnwalid Times Diick
3 Finally, save changes and proceed to the next task. Andit Port 1 E
anelit Part 2 |

configure the Batch Control access rights

This check box allows or does not allow the Users assigned to the selected User group to define configured channels for
batch control (if the option is fitted).

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to define configured
channels for batch control. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this
1 Click the Batch Control check box.

v indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.
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configure the Change Alarm Setpoints access rights

This check box allows or does not allow the Users assigned to the selected User group to edit alarm setpoint parameters.

It has 2 states, L True or r. False. If the check box is set to True the User group is allowed to edit alarm setpoint
parameters. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this

1 Click the Change Alarm Setpoints check box.
VN indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Change Language access rights

This field allows the selection of a type of confirmation via a drop down list, needed before the ‘InTouch WindowViewer’
can convert to the selected language.

Note
This feature is dependant on the availability of appropriate software language files (.dll's).

This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Select the type of confirmation required from a drop down list, as described above.

Faceplate Modiby Mo Lonhirmnabion =] Faceplate Madity Mo Lonhrmation ™1
Change Language Ma Canfirmation Zl Change Language M Canfirmation EI
Offline data writes Dffline data writes Mo Confirmation
. Canfirm Onl . Confirm Onl
10 data writes NI;?E"m L [0 data writes ng?elrm L
Signature Signature
Sign & Mote Sign & Mote
Sign & Autharize ‘S & Authorn
Sign & Authorize & Mote Sign & Autharize & Mote
Achion Dizabled Action Dizabled

2 Finally, save changes and proceed to the next task.
configure the Change Password on Expiry access rights

This check box allows or does not allow the Users assigned to the selected User group one chance only, to modify their
own password at the instrument before it expires.

It has 2 states, W True or r. False. If the check box is set to True the User group is allowed to modify their own
password at the instrument before it expires. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this

1 Click the Change Password on Expiry check box.
4 indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.
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configure the Change own expired password access rights

This check box allows or does not allow the Users to change their own password that has already expired.

It has 2 states, N True or . False. If the check box is set to True the User group is allowed to change their expired
password. If False, the User group has been denied the access rights.

This is configured in the database for the Security Manager Security item type.
To configure this

1 Click the Change own expired check box.
w indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
g group 9
2 Finally, save changes and proceed to the next task.
configure the Change own password access rights

This check box allows or does not allow the Users to change their own password.

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to change their current
password. If False, the User group has been denied the access rights.

This is configured in the database for the Security Manager. It is also used in the 5000 and 6000 Series Instruments, but is
described as Edit Own Password.

To configure this

1 Click the Change own password check box.
¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Chart Annotate access rights

This check box allows or does not allow the Users to add notes to an open chart.

It has 2 states, - True or r. False. If the check box is set to True the User group is allowed to use the Chart Annotate
command. If False, the User group has been denied the access rights.

This is configured in the database for the Review and QuickChart software item type.
To configure this
1 Click the Chart Annotate check box.

w indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.
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configure the Chart Approve access rights

This check box allows or does not allow the Users to add approval comments to an open chart.

It has 2 states, L True or r. False. If the check box is set to True the User group is allowed to use the Chart Approve
command. If False, the User group has been denied the access rights.

This is configured in the database for the Review and QuickChart software item type.
To configure this

1 Click the Chart Approve check box.
VN indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Chart Open/Close access rights

This check box allows or does not allow the Users assigned to the selected User group to open and close charts using the
menu item, File > Open.

It has 2 states, W True or r. False. If the check box is set to True the User group is allowed to open and close charts.
If False then only the chart(s) on screen when Review was last used will be visible, or only the chart opened via a
command line argument.

This is configured in the database for the Review and QuickChart software item type.
To configure this
1 Click the Chart Open/Close check box.

M indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Chart Release access rights

This check box allows or does not allow the Users to add release comments to an open chart.

It has 2 states, W True or r. False. If the check box is set to True the User group is allowed to use the Chart Release
command. If False, the User group has been denied the access rights.

This is configured in the database for the Review and QuickChart software item type.
To configure this

1 Click the Chart Release check box.
v indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.
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configure the Chart Review access rights

This check box allows or does not allow the Users to add any review comments to an open chart.

It has 2 states, L True or r. False. If the check box is set to True the User group is allowed to use the Chart Review
command. If False, the User group has been denied the access rights.

This is configured in the database for the Review and QuickChart software item type.
To configure this
1 Click the Chart Review check box.

w indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Chart Setup access rights

This check box allows or does not allow the Users assigned to the selected User group to edit the chart setup, including
Point Properties.

Note
This field will NOT allow Charts to be Saved or created.

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to create and amend
charts. If False, the User group has been denied the access rights.

This is configured in the database for the Review and QuickChart software item type.
To configure this
1 Click the Chart Setup check box.

¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Confirmation field

This check box allows or does not allow the Users to enable or disable any future request for confirmation.

It has 2 states, LA True or - False. If the check box is set to True, a level of confirmation via a drop down list (defined
for each User group) will be requested and MUST be completed before the changes can take effect. If False, confirmation
will NOT be requested by the Security item type in this Security zone.

This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Click in the Confirmation check box.
¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task

Security Manager User Guide HA028131
Page 80 Issue 3 Oct 06



Security Manager User Guide

configure the Connect from remote access rights

This check box allows or does not allow the Users assigned to the selected User group to configure the manual archiving
of 5000 Series configuration data to a remote host.

It has 2 states, W True or r. False. If the check box is set to True the User group is allowed to configure the manual
archiving to a remote host. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this

1 Click the Connect from remote check box.
v indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Create Chart access rights

This check box allows or does not allow the Users assigned to the selected User group to make new charts by reading
.uhh/.pkd files. This also includes changes made via Point Properties.

It has 2 states, L True or r. False. If the check box is set to True the User group is allowed to create charts. If False,
the User group has been denied the access rights.

This is configured in the database for the QuickChart software item type.
To configure this
1 Click the Create QuickChart check box.

M indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Custom1 to Custom5 access rights
These fields allow or do not allow Users to perform a customer-defined function.
This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Click the Custom1 or appropriate checkbox.
v indicates the User perform a customer-defined function.

r indicates the User is not permitted to perform a customer-defined function.
2 Finally, save changes and proceed to the next task.
configure the Custom6 to Custom10 access rights

This field allows the selection of a type of confirmation required for completing a Custom6 to Custom10 customer defined
function. It is available via a drop down list, needed when attempting to save changes to this Security item type.

This is configured in the database for EurothermSuite PC Security item type.

To configure this

1 Select the type of confirmation required from a drop down list, as described above.
2 Finally, save changes and proceed to the next task.

configure the Debug access rights

This field allows the selection of a type of confirmation via a drop down list, needed before Debugging Script Errors in the
‘InTouch WindowViewer'.

InTouch WindowViewer > About/Help/Information > Script Errors

Note
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The Debug feature tracks certain scripts and output information, including all writes and the ‘Point Page’ to the
Wonderware Logger.

This is configured in the database for EurothermSuite PC Security item type.

To configure this

1 Select the type of confirmation required from a drop down list, as described above.

Uperatar group global
Debug

Operator groups
Trend global
AlarrnHisthd alterns
Trends

Recipe Dowrnload

[l ) Y [ ) PRIV ) [ e

2 Finally, save changes and proceed to the next task.

Mo Lonhrmation ;|

(o Confirmation

Mo Confirmation EI

Confirm Ornly

MHate

Signature

Sign & Mote

Sign & Autharize

Sign & Authorize & Mote

Action Dizabled

configure the Delete retired users field

Uperatar group global
Debug

Operator groups
Trend global
AlarrnHisthd alterns
Trends

Recipe Dowrnload

[l ) Y [ ) PRIV ) [ e

MNa Lonhrmation ;|

Mo Confirmation EI

Mo Confirmation
Confirm Only
Mote

Signature

Sign & Authorise & Note |
Achion Dizabled

This field allows or does not allow Users retired by Security Manager will be deleted from the Windows domain.

This is configured in the database for Windows Domain Security item type.

To configure this

1 Click the Delete retired users checkbox.

¥ indicates that Users retired by Security Manager will be deleted from the Windows domain.

r indicates that Users retired by Security Manager will not be deleted from the Windows domain.

2 Finally, save changes and proceed to the next task.

configure the Deploy Security access rights

This check box allows or does not allow the Users to deploy a Security database overriding a r. False Deployable Flag

check box.

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to deploy a Security

database even if the Deployable Flag check box is r. False. If False, the User group has been denied the access rights.

This is configured in the database for the Security Manager Security item type.

To configure this

1 Click in the Deploy Security check box.

L indicates that the User group is allowed to use this action.

L indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.
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configure the Deploy existing users field
This field allows or does not allow the deployment of the database.
This is configured in the database for Windows Domain Security item type.

To configure this

1 Click the Deploy existing users checkbox.

=4 indicates that deployment is permitted to a user already configured in the Windows domain.
r indicates that deployment is not permitted to a user already configured in the Windows domain.

2 Finally, save changes and proceed to the next task.

configure the Disable Service Account field

This check box allows or does not allow the Users assigned to the selected User group to disable the Service User
Account feature.

IMPORTANT NOTE
The Account is designed for use by Service Engineers ONLY.

The Service account check box has 2 states, M. True or r. False. If the field is set to True the Service account is
disabled. If the field is set to False, a Service Engineers has full access to all instrument functions and to areas of memory
for diagnostic purposes.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this

1 Click the Disable Service Account check box.

L indicates that the Service Account is NOT configured.
r indicates an account has been stored to enable access for a Service Engineers.

2 Finally, save changes and proceed to the next task.

configure the Display access level field

This field provides security to mimics by allowing the User to specify the security access level. To display a mimic any
value entered in this field MUST be greater than that configured in the ‘Display Navigation Tool’ in the ‘Standard
Navigation’ Utility. Alternatively allocating a ‘display block’ to the mimic will display it.

This is configured in the database for EurothermSuite PC Security item type.

To configure this
1 Click the Display access level field.

If the value is NOT highligt?tteed double click in the field.
| rendz I | rends "
Dizplay access level T Display access level [433
Change Language - Change Language u

2 Atthe keyboard, enter a new value and press the return key.

Note
A dialog window appears if a value outside the constraints is entered. Read the dialog and click ‘Ok’, the field reverts to its
previous setting.

Security manager

Entered walue iz outside the walid range: '0° to "3995°

3 Finally, save changes and proceed to the next task.
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configure the Edit Deployable Flag access rights

This check box allows or does not allow the Users to select which Security item databases can be deployed.

It has 2 states, L True or r. False. If the check box is set to True the User group is allowed to change any Security
Manager data configuration in the Utility. If False, the User group has been denied the access rights.

This is configured in the database for the Security Manager Security item type.
To configure this

1 Click in the Edit Deployable flag check box.
w indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Edit Maths Constants access rights

This check box allows or does not allow the Users assigned to the selected User group to edit any constant value of one or
more maths channels, (if configured with function 'Constant’,) of units fitted with the Maths option.

It has 2 states, V. True or r. False. If the check box is set to True the User group is allowed to edit any constant value
of units fitted with the Maths option. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this

1 Click the Edit Maths Constants check box.
¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Edit Output Channel Default access rights

This check box allows or does not allow the Users assigned to the selected User group to edit the default value of any
output channel if the Master Communications option is fitted. Normally the defaults are used only when the source channel
is 'In Error'.

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to change the default
value of any output channel. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.

To configure this

1 Click the Edit Output Channel Default check box.
¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.
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configure the Edit Security Manager setup access rights

This check box allows or does not allow the Users to change any Security Manager data configuration.

It has 2 states, L True or r. False. If the check box is set to True the User group is allowed to change any Security
Manager data configuration in the Utility. If False, the User is denied access rights.

This is configured in the database for the Security Manager Security item type.
To configure this

1 Click in the Edit Security Manager setup check box.
VN indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Edit security item data access rights

This check box allows or does not allow the Users to change the Security data on the Security item tab.

It has 2 states, V. True or r. False. If the check box is set to True the User group is allowed to change the Security
data on the Security item tab. If False, the User group has been denied the access rights.

This is configured in the database for the Security Manager Security item type.
To configure this

1 Click the Edit security item data check box.
v indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Edit user data access rights

This check box allows or does not allow the Users to change the Security data on the User tab.

It has 2 states, W True or r. False. If the check box is set to True the User group is allowed to change the Security
data on the User tab. If False, the User group has been denied the access rights.

This is configured in the database for the Security Manager Security item type.
To configure this
1 Click the Edit user data check box.

~ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.

HA028131 Security Manager User Guide
Issue 3 Oct 06 Page 85



Security Manager User Guide

configure the Edit user global data access rights

This check box allows or does not allow the Users to change the Security data on the User global tab.

It has 2 states, L True or r. False. If the check box is set to True the User group is allowed to change the Security
data on the User global tab. If False, the User is denied access rights.

This is configured in the database for the Security Manager Security item type.
To configure this

1 Click in the Edit user global data check box.
w indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Edit user group data access rights

This check box allows or does not allow the Users to change the Security data on the User global tab.

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to change the Security
data on the User group tab. If False, the User group has been denied the access rights.

This is configured in the database for the Security Manager Security item type.
To configure this

1 Click the Edit user group data check box.
W indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Edit zone access rights data access rights

This check box allows or does not allow the Users to change the User groups access rights on the Security zone tab.

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to change the access
rights for a User group. This does NOT include the access rights in the Security Manager zone. If False, the User group
has been denied the access rights.

This is configured in the database for the Security Manager Security item type.
To configure this

1 Click the Edit zone access rights check box.
w indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.
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configure the Edit zone configuration data access rights

This check box allows or does not allow the Users to change the User groups and Security items are in which Security
zones. User groups can also add and remove Security zones.

Note
Only User groups can be changed in the Security Manager zone.

It has 2 states, V. True or r. False. If the check box is set to True the User group is allowed to include and exclude
User groups and Security items in Security zones, although only User groups can be changed in the Security Manager
zone. User groups can also add and remove Security zones. If False, the User group has been denied the access rights.

This is configured in the database for the Security Manager Security item type.
To configure this

1 Click the Edit zone configuration data check box.
v indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Edit zone management data access rights

This check box allows or does not allow the Users to change the Security item management data on the Security zone tab.

Note
Although only User groups can be changed in the Security Manager zone.

It has 2 states, V. True or r. False. If the check box is set to True the User group is allowed to include and exclude
User groups and Security items in Security zones and also add and remove Security zones. If False, the User group has
been denied the access rights.

This is configured in the database for the Security Manager Security item type.
To configure this

1 Click the Edit zone management data check box.
~ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Event Permission access rights

These check boxes allow or does not allow the Users assigned to the selected User group to login in order to initiate a
5000 Series event.

It has 2 states, = True or r. False. If the check box is set to True the User group is allowed to login in order to initiate
a 5000 Series event. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this

1 Click the Event Permission check box.
4 indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Export Data access rights

This check box allows or does not allow the Users to use the Export command, excluding Export Range that must be
enabled in Modify Chart View.

Note
Export Setup must be enabled to modify the other export data.
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It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to use the Export Data
command. If False, the User group has been denied the access rights.

This is configured in the database for the Review and QuickChart software item type.
To configure this

1 Click the Export Data check box.
¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Export Historical Trend access rights

This check box allows or does not allow the Users assigned to the selected User group to export the currently viewed
historical Trend in the ‘InTouch WindowViewer Historical Data’ window as a .CSV file.

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed export the currently
viewed historical Trend page. If False, the User group has been denied the access rights.

This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Click the Export Historical Trend check box.
¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Export Setup access rights

This check box allows or does not allow the Users to configure the export parameters, excluding Export Range that must
be enabled in Modify Chart View.

It has 2 states, L True or . False. If the check box is set to True the User group is allowed to use the Export Setup
command. If False, the User group has been denied the access rights.

This is configured in the database for the Review and QuickChart software item type.
To configure this

1 Click the Export Setup check box.
L indicates that the User group is allowed to use this action.

L indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.
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configure the FTP access rights

This field allows or does not allow Users access to and from a remote network site.
This is configured in the database for T800 Visual Supervisor Security items.

To configure this

1 Click the FTP checkbox.

v indicates the User can have access to and from a remote network site.

r indicates the Administrator User is not permitted to access a remote network site.
2 Finally, save changes and proceed to the next task.
configure the Faceplate Configurator access rights

This check box allows or does not allow the Users assigned to the selected User group to create and save mimic
faceplates in the ‘InTouch WindowViewer'.

Note
Pressing ‘CTRL+SHIFT+F when running ‘InTouch WindowViewer’ displays the Faceplate Configurator page.

It has 2 states, L True or r. False. If the check box is set to True the User group is allowed to create and save mimic
faceplates. If False, the User group has been denied the access rights.

This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Click the Faceplate Configurator check box.
L indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Faceplate Modify access rights

This field allows the selection of a type of confirmation via a drop down list, needed for accepting changes to a Faceplate
via the ‘InTouch WindowViewer'.

IMPORTANT NOTE
The ‘Faceplate Configurator’ field MUST be enabled before attempting to modify the Faceplates.
This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Select the type of confirmation required from a drop down list, as described above.
L LS S b= TN TN W Lo W N LR L=l LS ) ND L;Dnr"matlljn LI L LS S == W T W Lo W B LS L=l L L= ND L;Dr'lhrl'l'latltlr'l

Faceplate Modify Mo Confirnation EI Faceplate Modify Mo Canfirmation

Ledle

Change Language d Change Language Mo Confirmation
Offline data writes Lonfirm Only Offline data writes Canfirmn Orly
Mate Mate
10 data wites Signature [0 data writes Signature
Sign & Mate Sign & Mate

_ Sign & Authorize
J Welete Sectnty Zane Sign & Authorize & Mote
Action Dizabled

ign hri & N-:ute

J [Nelete Securty Zate
Action Dizabled

2 Finally, save changes and proceed to the next task.
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configure the File Services access rights

This check box allows or does not allow the Users to use the File Services command that is a password-controlled
interface with defined instruments.

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to use the File Services
command. If False, the User group has been denied the access rights.

This is configured in the database for the Review software item type.
To configure this

1 Click the File Services check box.
v indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Full Configuration access rights

This check box allows or does not allow the Users assigned to the selected User group to amend the major channel/alarm
option in the 5000 Series configuration.

It has 2 states, L4 True or r. False. If the check box is set to True the User group is allowed to read and write to the
major channel/alarm option in an existing configuration. If False, the User group has been denied the access rights.
This is configured in the database for 5000 and 6000 Series instrument Security items.

To configure this

1 Click the Full Configuration check box.
L2 indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Full Security access rights

This check box allows or does not allow the Users assigned to the selected User group to create and amend the access
permissions of other Users to the 5000 Series configuration.

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed full access to the security
functions, including adding and amending Users and the access permissions for an existing configuration. If False, the
User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this
1 Click the Full Security check box.

¥ indicates that the User group is allowed to use this action.

L indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.
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configure the Global Alarm Acknowledge access rights

This field allows the selection of a type of confirmation via a drop down list, needed for acknowledging the presence of a

project wide alarm via the ‘InTouch WindowViewer'.

This is configured in the database for EurothermSuite PC Security item type.

To configure this

1 Select the type of confirmation required from a drop down list, as described above.

Hecipe D'ownload

Global Alarm Acknowledge
Faceplate bodify

Change Language

Dffline data writes

|0 data writez

Mo Lonhirmation ]|

Ma Canfirmation 3

Mo Confirmation
Coanifirrn Only
Mote

Signature

Sign & Mote
Sign & Authorize

Sign & Authonize & Mote

Action Dizabled

2 Finally, save changes and proceed to the next task.

configure the Groups access rights

Hecipe Dawnload

Global Alarm Acknowledge
Faceplate b odify

Change Language

Offlire data writes

|0 data wnites

Mo Lonhrmation il |

Ma Confirmation 3

Mo Confirmation
Coanfirm Oy
Mate

Signature

Sign & Mote
(Sign & Authorize
Sign & Authonze & Mote
Action Dizabled

This field defines the Windows Domain groups for each Security Manager User group, as required.

This is configured in the database for Windows Domain Security item type.

To configure this

1 Click the Group field.

2 At the keyboard, enter the required Group name and press the return key.

configure the 10 data writes access rights

f any Windows Domain group does not exist, deployment will fail.

This field allows the selection of a type of confirmation via a drop down list, needed when attempting to save changes to

this Security item type.

This is configured in the database for EurothermSuite PC Security item type.

To configure this

1 Select the type of confirmation required from a drop down list, as described above.
Mo Lanbirmation |
Mo Confirmation 3

thne data wkes

|0 data writes

2 Finally, save changes and proceed to the next task.

Confirrn Only
Mot
Signature
Sign & Mote
Sign & Authorize

Sign & Authorize & Hote
Action Dizabled

tthne data wites

|0 data writes

Mo Lonhrmation

hd|
Mo Confirmation 3

Mo Confirmation
Confirm Only
MHate

Signature

Sign & Mote

‘Sign & Authanse
Sign & Autharize & Mote
Action Dizabled
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configure the Inactivity timeout field

This field allows the input of the number of minutes the selected Security item types can be left idle before the current User
is logged out.

Note
The default value limits of the field are subject to Requlatory defaults alarms to greater than 500.

To configure this

1 Click in the Inactivity timeout field.

Note
If the value is not highlighted double click in the field.

| zer glu:ul:uall Llsersl User groups | Securiy items  Security zones |

Security Manager Sechkdan
i M anagerment data

_______ reception Change own pazsword

....... User groups Sign i
5 e::_urit_l,l ZoMes Authorize v
------- Facton Floor - Marth Inactivity timeout o
"""" Factary Floor - Sauth Edit all security data v
....... Office
v
v

Change own expired

2 Enter a new value and press the return key.
A dialog window appears if a value outside the constraints is entered. Read the dialog and click ‘Ok’, the field reverts to

its previous setting.
Security manager

Entered walue iz outzide the walid range: '0° to 720°

If required enter an adjusted value.
3 Finally, save changes and proceed to the next task.
configure the Lockout Level field

This field allows or does not allow Users to configure the available actions when the EurothermSuite PC does not have a
current user logged in.

This is configured in the database for EurothermSuite PC Security item type.
To configure this
1 Select the type of confirmation required from a drop down list.

2 Finally, save changes and proceed to the next task.
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configure the Log Invalid Times field

This check box allows or does not allow the recording of invalid time stamps in the Audit Trail.

It has 2 states, L True or r. False. If the check box is set to True, the Audit Trail records all time stamps NOT
corresponding with that of the master database. If False, the feature is disabled.

This is configured in the database for EurothermSuite PC Security item type.
To configure this
1 Click in the Log Invalid Times check box.
N~ indicates that the action is enabled.
r indicates the feature is disabled.
2 Finally, save changes and proceed to the next task.
configure the Login by User List field

This check box allows the User to specify that a User can Login to the 5000 Series instrument by either selecting a User Id
from a drop down list or by simply typing in the appropriate User Id and Password.

It has 2 states, p - True or r. False. If the check box is set to True, a login User Id is selected from a drop down list. If
False, a login User Id has to be typed in.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this

1 Click the Login by User List check box.
4 indicates the feature is enabled in this Security item type.

I indicates it is disabled.
2 Finally, save changes and proceed to the next task.
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configure the Login timeout field

This field allows the input of the number of minutes the Security item type in the Security zone can be left idle before the
current User is automatically logged out.

The Login timeout as configured for the 5000 and 6000 Series instrument Security item type is used in conjunction with
the ‘with unapplied changes’ configuration. This defines the consequences to any unsaved changes when the specified
time has elapsed (see “with unapplied changes).

Note
The default value limits of the field are subject to Requlatory defaults.

To configure this

1 Click the Login timeout field.

Note
If the value is NOT highlighted double click in the field.
FICU LU i I P LUr I
Login Timeout [minz] ||:| Login Timeot [mins] |4|:|
with unapplied changes IIgn-:lre timeaut j with unapplied changes IIgr‘u:ure brmeout j
Require Signing ' Require Signing I_

2 Enter a new value and press the return key.
A dialog window appears if a value outside the constraints is entered. Read the dialog and click ‘Ok’, the field reverts to

its previous setting.
Security manager

Entered walue iz outzide the walid range: '0° ta 720°

If required enter an adjusted value.

3 Finally, save changes and proceed to the next task.
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configure the Modify Chart View access rights

This check box allows or does not allow the Users assigned to the selected User group to,
W use the Zoom

use the Chart Go to

use the scroll functions

change the view settings in Print Setup and Export dialog

switch between chart and spreadsheet view.

Note
This field will NOT allow changes to the Page Setup or Layout parameters.

It has 2 states, L True or r. False. If the check box is set to True the User group is allowed to use the various view
commands. If False, the User group has been denied the access rights.

This is configured in the database for the Review and QuickChart software item type.
To configure this
1 Click the Modify Chart View check box.
W indicates that the User group is allowed to use this action.
r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.

configure the Notes field

This check box allows or does not allow the Users to enable or disable any future request for input of additional comments
concerning the changes to the Security database.

It has 2 states, M _True or r. False. If the check box is set to True the User MUST enter comments concerning the
changes to the Security database. If False, the field is NOT displayed and additional comments will NOT be requested.

This is configured in the database for EurothermSuite PC Security item type.
To configure this
1 Click in the Notes check box.
¥ indicates that the User group is allowed to use this action.
r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task

configure the Offline data writes access rights

This field allows the selection of a type of confirmation via a drop down list, needed when attempting to save changes to
this Security item type that is currently offline.

This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Select the type of confirmation required from a drop down list, as described above.

Lhange Language Mo Lonbirmation | LLhange Language Mo Lonhirmation =
Offline data writes No Corfimation ¥] Offline data writes No Corfimation | ¥]
[0 data writes iMoo Confirmation 5 [0 data writes Mo Confirmation

Coanifirrn Only Coanfirm Oy

Mote Mate

Signature Signature

Sign & Mote Sign & Mote

Sign & Authorize (Sign & Authorize

Sign & Authonize & Mote Sign & Authonze & Mote

Action Dizabled Action Dizabled

2 Finally, save changes and proceed to the next task.
configure the Operator Point Display access rights

This check box allows or does not allow the Users assigned to the selected User group to display a reduced information
format ‘Operator Point’ page (if defined) in the ‘InTouch WindowViewer'.
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It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to display a reduced
information format ‘Operator Point’ page. If False, the User group has been denied the access rights.

This is configured in the database for EurothermSuite PC Security item type.

To configure this

1 Click the Operator Point Display check box.

¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.

configure the Operator group global access rights

This field allows the selection of a type of confirmation via a drop down list, needed to accept changes to other Users
configured operator group configurations in the ‘InTouch WindowViewer'.

This is configured in the database for EurothermSuite PC Security item type.

To configure this

1 Select the type of confirmation required from a drop down list, as described above.

| azk Dwitch
Operator group global
Debug

Operator groups
Trend global
BlarrnHisthd axltemns

Trends

2 Finally, save changes and proceed to the next task.

Mo Lonhrrmation [
Mo Confirmation 3

iMoo Confirmation
Confirmn Only
MHote

Signature

Sign & Mote
Sign & Authonse

Sign & Autharize & Mote
Action Dizabled

configure the Operator groups access rights

| azk Dwitch
Operator group global
Debug

Operator groups
Trend global
BlarrnHisthd axltemns

Trends

Mo LConhrmation |
Mo Confirmation 3

Ma Canfirmation
Confirrn Only
Mote

Signature

Sign & Mote
Sign & Authaonse
Sign & Authorize & Mote
Action Dizabled

This field allows the selection of a type of confirmation via a drop down list, needed to accept only changes to their own
configured operator group configurations in the ‘InTouch WindowViewer'.

This is configured in the database for EurothermSuite PC Security item type.

To configure this

1 Select the type of confirmation required from a drop down list, as described above.

Debug

Operator groups
Trend global
AlarrnHisthd axlterns
Trends

Recipe Download

Global Alarm Acknowledge

| S, B TN R .

2 Finally, save changes and proceed to the next task.

Mo Lonhrmation ;|
Mo Confirmation EI

‘Mo Confirmation
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Maote

Signature

Sign & Mote
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Sign & Autharize & Mote
Action Dizabled
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configure the Override Server Redundancy access rights

This field allows the selection of a type of confirmation via a drop down list, needed before switching from a server that has
detected the ‘LINOPC’ watchdog has ceased to a second specified server in the ‘InTouch WindowViewer'.

This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Select the type of confirmation required from a drop down list, as described above.

senchronize Files Mo LConhirration | Senchonize Files Mo Lonhrmation il |
Ovemde Server Bedundancy | Ho Confirmation 3 Override Server Redundancy | Mo Canfirmation 3
Task Switch o Confirmation Task Switch Mo Confirmation

Confirrn Only Confirm Only
O perator group global Mot Operator group global M ate
Debug Signature Diebug Signature

Sigr & Mate Sign & Mote
Operator groups Sign & Authorize Operator groups iSign & Authonize
Trend global Sigr_1 ki .-’-'-.ythu:urise ki Mote Trend global Sigr_'| B .l':".I:,IthDriSE & Mote

d Action Dizabled d Action Disabled

[ (PPN By By O (R | R L) [P Iy PR N 3 RN | R,

2 Finally, save changes and proceed to the next task.
configure the Password Expiry field

This field allows the input of a specified period in days until a User password will expire for the selected Security item type.

Note
The default value limits of the field are subject to Regulatory defaults.

The Password expiry period is configured in the databases for the Security Manager, 5000 Series and T800 Visual
Supervisor instruments Security items.

Note
The Password expiry period does NOT apply to passwords received via Security deployment.

To configure this

1 Click the Password expiry field.

Note
If the value is NOT highlighted double click in the field.

Eurctherm Suite Po 1800 Yizual Supervizor |

Fecover account v
Pazzwaord expiry a0

[activity birmeout

2 Atthe keyboard, enter a new value and press the return key.

Note
If a value outside the constraints is entered, a dialog window appears Read the dialog and click ‘Ok’ to return this field to its
previous setting.

Security manager

Paszword expiny must be between ' and 180°

3 Finally, save changes and proceed to the next task.

configure the Paste/Delete Files access rights

This check box allows or does not allow the Users assigned to the selected User group to copy, paste and delete specified
configurations.
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It has 2 states, P True or . False. If the check box is set to True the User group is allowed to copy, paste and delete
specified configurations. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this
1 Click the Paste/Delete Files check box.
N indicates that the User group is allowed to use this action.
r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.

configure the Perform Upgrade access rights
This field allows or does not allow the User to perform an update to the instrument software.
This is configured in the database for the 6000 Series instrument Security item.

To configure this
1 Click the Perform Update checkbox.

W indicates the User can update the instrument software.

r indicates the User is not permitted to update the instrument software.
2 Finally, save changes and proceed to the next task.

configure the Preset Counters access rights

This check box allows or does not allow the Users assigned to the selected User group to preset counter values (if the
option is fitted) either directly from the configuration page or by setting a counter job.

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to preset counter values, if
the option is fitted. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this
1 Click the Preset Counters check box.
WV indicates that the User group is allowed to use this action.
r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.

configure the Preset Totalisers access rights

This check box allows or does not allow the Users assigned to the selected User group to preset totaliser values (if the
option is fitted) either directly from the configuration page or by setting a totaliser job.

It has 2 states, P True or . False. If the check box is set to True the User group is allowed to preset totaliser values,
if the option is fitted. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this
1 Click the Preset Totalisers check box.
V indicates that the User group is allowed to use this action.
r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Print Setup access rights

This check box allows or does not allow the Users to configure the print parameters, excluding Print Range that must be
enabled in Modify Chart View.

It has 2 states, L True or . False. If the check box is set to True the User group is allowed to use the Print Setup
command. If False, the User group has been denied the access rights.

This is configured in the database for the Review and QuickChart software item type.

To configure this
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1 Click the Print Setup check box.
L indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Print access rights

This check box allows or does not allow the Users assigned to the selected User group to print selected pages from the
‘InTouch WindowViewer’ or charts and spreadsheets from Review software.

Note
Review software requires that to modify the Print Range in the print setup dialog the Modify Chart View must be enabled.
Print Setup must be enabled to modify other print data.

It has 2 states, L8 True or L False. If the check box is set to True the User group is allowed to print. If False, the User
group has been denied the access rights.

This is configured in the database for EurothermSuite PC, Review and QuickChart software Security item types.
To configure this
1 Click the Print check box.

L indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Recipe Download access rights

This field allows the selection of a type of confirmation via a drop down list, needed before a recipe can be downloaded to a
specified location.

This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Select the type of confirmation required from a drop down list, as described above.

Trends Mo Lontirmation | Trends Mo Lonbrmation it |
Recipe Download Mo Confirmation El Recipe Download Mo Confirmation EI
Glabal Alarm Acknowledge  ARENEREIT Global &lamm Acknowledge  |No Confimation
i Confirm Orly i Confirm Only
Faceplate Modify Moke Faceplate Modify Mote
Change Language Signature Change Language Signature
i ) Sign & Mate i )
Offline data writes Sign & Authorize Offline data writes utharze
: Sign & Authorize & Mote : Sign & Authaorize & Mote
10 data wites Action Disabled 10 data wites Aiction Disabled
2 Finally, save changes and proceed to the next task.
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configure the Record Logins field

This check box allows or does not allow the Users assigned to the selected User group to any future login or logout
message appearing on the chart only when the Default Regulation is selected

Options > Regulations

The other Regulations are pre-configured to record this information in the Audit Trail.

Note
The default value limits of the field are subject to Requlatory defaults.

It has 2 states, V. True or . False. If the check box is set to (True - 21 CFR Part 11 compliant), any login or logout
message will occur on the chart. It will include the date, time, MAC address of the remote viewing device and login name. If
False, the Audit Trail will NOT log any events in the selected zone.

This is configured in the database for 5000 and 6000 Series instrument Security items.

To configure this

1 Click the Record Logins check box. M indicates the feature is enabled in this Security item type. r indicates it is
disabled.

2 Finally, save changes and proceed to the next task.
configure the Recovery account field

This check box allows or does NOT allow the Users assigned to the selected User group to enable or disable the T800
Visual Supervisor Recovery account feature.

It is recommended that...
this field is set to True, to ensure it is always possible to retrieve a corrupt database.

It has 2 states, V. True or . False. If the field is set to True a User can access a T800 Visual Supervisor item type that
has ALL Users ‘Locked out’, ‘Disabled’ or ‘Retired’ using a blank User Id. The User will login with full access rights. If the
field is set to False, the ‘Recovery account’ is disabled.

Note
If this feature has NOT been enabled, the instrument must be returned to the supplier where recovery of the account can
be attempted.

This is configured in the database for T800 Visual Supervisor Security item type.
To configure this
1 Click the Recovery account check box.
M indicates that the User may shutdown the Export Historical Trend view in the T800 Visual Supervisor item type.

r indicates the Users has insufficient access rights.

2 Finally, save changes and proceed to the next task.
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configure the Recovery user field
This check box allows or does not allow the Users to enable or disable the ‘Recovery user ' account.

It has 2 states, V. True or r. False. If the field is set to True a User can access the database that has ALL Users
‘Locked out’, ‘Disabled’ or ‘Retired’ using a blank User Id. The User can login with full Access Rights. If the field is set to
False, the Recovery user account is disabled.

This is configured in the database for the Security Manager.
To configure this

1 Click the Recovery user check box.
L indicates that the Recovery user is configured in the Computer Security item type.
r indicates it is NOT configured.

2 Finally, save changes and proceed to the next task.

configure the Reference Number access rights

This field allows the User to enter a Reference Number between ‘0’ and ‘65535’ that corresponds to a number entered in
software scripts used within T800 Visual Supervisor.

As the Reference Number within Security Manager is configured per User group, ALL Users within that User group inherit
the specified Reference Number. Therefore, a User assigned to numerous User groups may have numerous reference
numbers corresponding to areas within T800 Visual Supervisor software scripts.

Note
If a User is assigned to numerous User groups only the Users highest ‘Reference Number’ is deployed, ignoring all the
Users other reference numbers that may cause the software scripts to operate incorrectly.

It is recommended that...
to avoid problems when using the ‘Reference Number’ field, each User should also have their own individual User group
with only the ‘Reference Number’ configured.

This is configured in the database for T800 Visual Supervisor Security item type.
To configure this

1 Click the Reference Number field.

If the value is not highligl;:?etg double click in the field.
L =L 1 =1 1L 1
Reference Mumber Im— Reference Mumber IH—
Access level | oY | Access level | Y |

2 Atthe keyboard, enter a new value and press the return key.

Note
If a value outside the constraints is entered, a dialog window appears Read the dialog and click ‘Ok’ to return this field to
its previous setting.

Security manager

Entered walue iz outzide the valid range; ‘0 to ‘55535

3 Finally, save changes and proceed to the next task.
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configure the Remote access rights

This field allows or does not allow Users remote access to this Security item type, in this Security zone.
This is configured in the database for T800 Visual Supervisor Security items.

To configure this

1 Click the Remote checkbox.

v indicates the User can remotely access this Security item type, in this Security zone.

r indicates the User is not permitted to remotely access this Security item type, in this Security zone.
2 Finally, save changes and proceed to the next task.
configure the Reset Maths access rights

This check box allows or does not allow the Users assigned to the selected User group to reset applicable maths function,
® from the maths channel configuration page
B by setting a maths job

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to reset applicable maths
function. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this
1 Click the Reset Maths check box.

¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Save Chart access rights

This check box allows or does not allow the Users to save the new view of a file that has been modified by one of the
actions allowed in Modify Chart View.

Note
This command is automatically enabled if Chart Setup access right is True.

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to save the new view of a
file. If False, the User group has been denied the access rights.

This is configured in the database for the Review and QuickChart software item type.
To configure this

1 Click the Save Chart check box.
¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.
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configure the Save/Restore access rights

This check box allows or does not allow the Users assigned to the selected User group to saving or restoring 5000 Series
configurations. User Screens can be imported and exported if the User Screens option is fitted.

It has 2 states, W True or r. False. If the check box is set to True the User group is allowed to save or restore a
configuration. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this

1 Click the Save/Restore check box.
v indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Set Clock access rights

This check box allows or does not allow the Users assigned to the selected User group to set the time and date functions.

It has 2 states, W True or r. False. If the check box is set to True the User group is allowed to set the time and date
functions. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this

1 Click the Set Clock check box.
4 indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Sign access rights

This check box check box allows or does not allow the Users to sign for unsaved changes at the Security item type in the
Security zone.

Note
If Sign is configured as False a User will still be requested to Sign for unsaved changes IF the Authorise field is configured
as True.

Note
The 5000 Series Instruments also use the Sign feature, but is referred to as ‘Can Sign’.

It has 2 states, W True or r. False. If the check box is set to True the User is allowed to sign. If False, the User group
has been denied the access rights.

This is configured in the database for Security Manager, EurothermSuite PC, T800 Visual Supervisor, 5000 and 6000
Series instrument Security items types.

To configure this
1 Click the Sign check box.

v indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Signing field

This check box allows or does not allow the Users assigned to the selected User group to request a Authentication
Signature for the selected Security item type when the Default or 21 CFR Part 11 - Records Regulation is selected via

Options > Regulations

The 21 CFR Part 11 - Signature Regulation is pre-configured (Read only field) to request signatures before performing
the action.
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Note
The default value limits of the field are subject to Requlatory defaults.

It has 2 states, L True or r. False. If the check box is set to True, an Authentication Signature will be requested that
ONLY Users groups with Sign access rights allocated to this Security zone can complete before the changes can take
effect. If False, an Authentication Signature will NOT be requested.

This is configured in the database for all Security items types.
To configure this

1 Click the Signing check box.
v indicates that an Authentication Signature will be requested by this Security item type in this Security zone.
r indicates it will NOT be requested.

Note
This is also referred to as the ‘Sign for Annotation’ field in the Review and QuickChart software Security items types.

2 Finally, save changes and proceed to the next task.
configure the Start/Reset Timers access rights

This check box allows or does not allow the Users assigned to the selected User group to start and reset the timer (if the
option is fitted) either directly from the configuration page or by setting a timer job.

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to control the timer, if the
option is fitted. If False, the User group has been denied the access rights.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this
1 Click the Start/Reset Timers check box.

¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.

2 Finally, save changes and proceed to the next task.
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configure the Synchronise Files access rights

This field allows the selection of a type of confirmation via a drop down list, needed before deploying (pressing
CRTL+SHIFT+H keys) the latest version of selected files to specified locations using the ‘InTouch WindowViewer'.

InTouch WindowViewer > About/Help/Information > Synchronise Files

Note
The feature mimics the File Reconcile Utility by deploying the latest version of selected files to specified locations.

This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Select the type of confirmation required from a drop down list, as described above.

Synchronize Files Mo Confirmation j Synchronize Files Mo Confirmation j
Override Server Redundancy ANEKES A=l ommmm— Owerride Server Redundancy | Mo Confimation
. Confirm Orly . Confirm Only

Tazk Switch Mate T azk Switch Mate
Operatar group glabal Signature Operator group global Signature

PEIEET QIBHR G Sign & Note PETEET AR Sign & Nate
Debug Sign & Authorize Diebug ‘Sign & Authonse
a " Sign & Authorize & Mote i " Sign & Authaorize & Mote

PEISIATSIELps Action Disabled REISIATSIoLRE Action Disabled

Toood oL -1 Toood ol-L -1

2 Finally, save changes and proceed to the next task.

configure the System User writes access rights

This field allows the selection of which field writes are logged for system Users, as defined in the User tab.
This is configured in the database for EurothermSuite PC Security item type.

To configure this

1 Select the type of system reporting required from a drop down list, as described above.

2 Finally, save changes and proceed to the next task.

configure the Tag Security Area access level fields

These Tag Security Area access level fields are used to associate Tag Security Areas, created using ‘Project Organiser’,
with defined access level enumeration's.

Remember
Tags can ONLY be edited by Users with Access Levels equal or greater than the selected value.

Example: Tag Security Area Access Levels

To configure this

1 Select the Tag Security Area from the drop down list in the last available field. A row is automatically added when the
last field in either column is configured.

Tag area access level e level

Buailer3 Supervisor ' Superyizor
| Fead Only Fead Only -

$SysternT ag
MULL
Eoiler3

kixing Room

cellar
Ju—

2 Select the appropriate Access Level from the drop down list in the corresponding right hand field.
3 Finally, save changes and proceed to the next task.
configure the TagEdit access rights

This check box allows or does not allow the Users assigned to the selected User group to edit Tags in the
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B On-line ‘Tag Browser’ (in Plant Units, Alarm Groups and Networks)
B menu item on the ‘Point Page menu’ via the ‘InTouch WindowViewer’

It has 2 states, L True or . False. If the check box is set to True the User group is allowed to edit Tags in the Online
‘Tag Browser'. If False, the User group has been denied the access rights.

This is configured in the database for EurothermSuite PC Security item type.
To configure this
1 Click the TagEdit check box.

L indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Task Switch access rights

This field allows the selection of a type of confirmation via a drop down list, needed when accessing the operating system
environment (pressing ALT+TAB keys) via the ‘InTouch WindowViewer'.

This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Select the type of confirmation required from a drop down list, as described above.

Uvemde Server Hedundancy | Mo Lonhrmation [ Uvemnde Server Hedundancy | Mo Conhrmation |
T azk Switch Mo Confirmation 3 T azk Switch Mo Confirmation 3
Dperator group global (Mo :I:Irlhrrllflhl:lrl ..................... Operatar group glabal Mo E_u:unfirmatiu:un

Confirmn Only Confirrn Only
Debug Mate Debug Hote
Operatar groups Sighature Operator groups Sighature

Sign & Mote Sign & Mote
Trend global Sign & Authonse Trend global i5ign & Authonze
AlarmHizth axltems Sign & Authorise & MNote &larmHizth axltems Sign & Authorize & Note
. Action Dizabled . Action Dizabled

2 Finally, save changes and proceed to the next task.
configure the Transfer Files access rights

This check box allows or does not allow the Users assigned to the selected User group to transfer data into the Review
database by any of the manual routes.

Note
The Automatic Backup/Transfer continues irrespective of permissions of current user.

It has 2 states, V. True or r. False. If the check box is set to True the User group is allowed to transfer the data to the
Review database. If False, the User group has been denied the access rights.

This is configured in the database for the Review software item type.
To configure this

1 Click the Transfer Files check box.
¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the Trend Global access rights

This field allows the selection of a type of confirmation via a drop down list, needed to accept changes to other Users
configured Trend data in the ‘InTouch WindowViewer'.

This is configured in the database for EurothermSuite PC Security item type.
To configure this

1 Select the type of confirmation required from a drop down list, as described above.
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U peratar groups

Trend global

AlarmnHisth axltemns

Trends

R ecipe Download

Global Alarm Acknowledge
Faceplate bodify

I |y

2 Finally, save changes and proceed to the next task.

Mo Lonhirmation ]|

Mo Confirmation

Ma Canfirmation 3

Coanifirrn Only

Mote

Signature

Sign & Mote

Sign & Authorize

Sign & Authonize & Mote
Action Dizabled

configure the Trends access rights

Uperator groups

Trend global

AlarmHisthd axlterns

Trends

Fecipe Download

Global Alarm Acknowledge
Faceplate Modify

e |

Mo Lonhrmation il |

Ma Confirmation 3

Mo Confirmation
Coanfirm Oy
Mate

Signature

Sign & Mote
(Sign & Authorize
Sign & Authonze & Mote
Action Dizabled

This field allows the selection of a type of confirmation via a drop down list, needed to accept only changes to their own

configured Trend data in the ‘InTouch WindowViewer'.

This is configured in the database for EurothermSuite PC Security item type.

To configure this

1 Select the type of confirmation required from a drop down list, as described above.

AlarmHizté axlterns

Trends

Recipe Download

Global Alarm Acknowledoe
Faceplate Modify

Change Language

Offine data writes

I doee i

2 Finally, save changes and proceed to the next task.

Mo Lonhirmnation L|

Mo Confirmnation

Mo Confirmation EI

Confirrn Only

Mate

Signature

Sign & Mote

Sign & Autharize

Sign & Authorize & Mote
Achion Dizabled

configure the Userl to User4 access rights

AlarmHiztM axltens

Trends

Recipe Download

Global Alarm Acknowledge
Faceplate Modify

Change Language

Offhne data wites

| g [ Y I T

This field allows or does not allow the indicated User to perform a customer-defined function.

This is configured in the database for T800 Visual Supervisor Security items.

To configure this

1 Click the Userl or appropriate checkbox.

v indicates the User perform a customer-defined function.

r indicates the User is not permitted to perform a customer-defined function.

2 Finally, save changes and proceed to the next task.

Mo Lonhrmation l'

Mo Confirmation EI

Mo Confirmation
Confirm Only
MHaote

Signature

Sign & Mate

Sign & Authorise & Note |
Action Dhzabled
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configure the View Only access rights

This check box allows or does not allow the Users assigned to the selected User group to enable or disable write access to
the controllable features in all T800 Visual Supervisor Security items in the zone. This ensures the Users in the User group
can only view the instrument information.

This is configured in the database for T800 Visual Supervisor Security items.
To configure this
1 Click the View Only checkbox.

¥ indicates that Users in this User group can ONLY VIEW the controllable features.

- indicates the Users can edit controllable features.
2 Finally, save changes and proceed to the next task.
configure the View Security Data access rights

This check box allows or does not allow the Users to view and print all Security data.

It has 2 states, V. True or . False. If the check box is set to True the User group is allowed to view and print all
Security data. If False, the User group has been denied the access rights.

This is configured in the database for the Security Manager Security item type.
To configure this

1 Click the View Security Data check box.
¥ indicates that the User group is allowed to use this action.

r indicates the Users assigned to the selected User group will have insufficient access rights.
2 Finally, save changes and proceed to the next task.
configure the With unapplied changes field

This field allows or does not allow the Users assigned to the selected User group to specify the consequences to any
unsaved changes when the Login timeout period has elapsed.

The drop down list displays the Discard Changes and Ignore timeout.

It is recommended that...
this is configured as Discard Changes, as this will ensure that when the Login timeout period has elapsed the instrument will
automatically logout, whereas if configured as Ignore timeout, changes to the instrument values are retained but the
database remains open and is susceptible to access from unauthorised Users.

This is configured in the database for 5000 and 6000 Series instrument Security items.
To configure this
1 Select Discard Changes or Ignore timeout from a drop down list, as described above.

2 Finally, save changes and proceed to the next task.
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configure the downloaded Recipes field

These field enables a system User Id (‘ESDataSrv’ system User Id can be created when adding a Computer Security item
for this purpose) to be assigned to a selected Recipe. A Recipe is downloaded to a known location, then the designated
User Id is allowed to start the Recipe, which thereafter is controlled by the system.

Remember to configure the type of confirmation via a drop down list required to allow the Recipe Download to proceed.

This is configured in the database for EurothermSuite PC Security item type.

To configure this

1 Enter the following data, into the first blank left hand field.

<File Name including full path name>/<Unit>/<Recipe>

A row is automatically added when the last field in either column is configured.

Trends

Fecipe Download

labal Alarm Ackhowledas
Faceplate Modify

Change Lanquage

Offlire data writes

10 data writes

2 Select the system User Id designated to start the Recipe from the drop-down in the appropriate right hand field.

3 Finally, save changes and proceed to the next task.

Mo Lonhirmation L|

Mo Confirmnation

Mo Confirmation EI

Confirm Orly

Mate

Signature

Sign & Mote

Sign & Authorize

Sign & Authorize & Mote

Action Dizabled

Trends

Fecipe Download

Glabal Alarm Acknowledas
Faceplate todify

Change Languages

Offlire data writes

[0 data writes

Mo Lonhrmation

Il

Mo Confirmation

[

Mo Confirmation
Confirm Only
MHate

Signature

Sian & Authorise & Note |
Action Dizabled
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Editing parameters

change the User Id

This is a Read Only column but is incremented when Users are added.
change the Password field

This field is edited within the constraints configured in the User Global tab, to change the password before the User can
access a Security database.

Note
When changing the password at a client database, confirmation is required by a second authorised User.

1 Select the appropriate Users ‘Password’ field.

Note
If the value is NOT highlighted double click in the field.

User global  Heers | User groups | Security it

zer |d P azzward Lhange Fa
pazawornd B[

A0 I Falze

ADRIM2 Falze

Beth i Falze

Dick. R Falze

Harm R Falze

Thomas R Falze

2 Enter a new case-sensitive password value which does not exceed the selected Regulatory value constraints and press
the return key.

Note
If a value entered exceeds the constraints, a dialog window appears. Read the dialog indicating the constraints of the field.
Click ‘Ok’ to return this field to its previous setting and then attempt the change again.

Security manager

Paszword muzt be between '3 and '8 characters long

3 Read the information on the dialog window requesting password re-entry, and confirm by clicking the ‘Ok’ button.

SecMan - Encrypted data input

Pleasze re-enter to confirm your input

4 In the same field as before enter the identical password again.

Note
Passwords are displayed as ‘XXXXXXXX’.

5 Finally save changes.
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change the Change Password field

This field is edited to enable/disable the need for a User to change the password when attempting to login for the first time.

1 Select the appropriate Users ‘Change password’ field.

2 Select the appropriate indicator.

Note

If False, the User will NOT be requested to change the Password. If True, when the User next attempts to login a prompt

3 Finally save changes.

appears requesting a change of password.

User global  Users | User groups | Security itE-'I'I'ISI Secur

Uzer Id Password E::Qﬂsrd expiry [daps] [U
A0 r— Falze 0
ZDMING e— Falze 0
Bath e— Falze 0
Dick | s 1]
—Harr_',' —— 1]
Thomas | = 1]

change the Password expiry time period

Change this field to increase or decrease the minimum number of days until a password expires and requires changing.

1 Select the appropriate Users ‘Password expiry’ field.

2 Enter a value which does not exceed the selected Reqgulatory value constraints and press the return key.

Uszer global  Users | User gn:lupsl Security iten‘mlE

Note
If the value is NOT highlighted double click in the field.

Lozl E::srﬁuerd Eﬁapgif;v[ﬂdradys] zer Id
A0IM Falze

ADMINZ Falze

Beth Falze

Dick, Falze IE

Harmy Falze

Thornas Falze

Note

If a value entered exceeds the constraints, a dialog window appears. Read the dialog indicating the constraints of the field.

3 Finally save changes.
change the Remote User Id

This field is edited to enable the User access to a Security database via a 5000 Series instrument.

Pazzword expiry must be between 1" and "180°

1 Select the appropriate Users ‘Remote User Id’ field.

Click ‘Ok’ to return this field to its previous setting and then attempt the change again.

HA028131

Issue 3 Oct 06

Security Manager User Guide

Page 111



Security Manager User Guide

Note
If a value is NOT highlighted double click in the field.

2 Enter a value which does not exceed the selected Reqgulatory value constraints and press the return key.

Note
If a value entered exceeds the constraints, a dialog window appears. Read the dialog indicating the constraints of the field.
Click ‘Ok’ to return this field to its previous setting and then attempt the change again.

Security manager

Paszword must be between "3 and '8 characters long

3 Finally save changes
change the Remote password field

This field is edited within the constraints configured in the Minimum and Maximum Password Length fields on the User
Global tab, to change the password before the User can access a Security database via a 5000 Series instrument.

1 Select the appropriate Users ‘Remote password’ field.

Note
If a value is NOT highlighted double click in the field.

2 Enter a new case-sensitive password value which does not exceed the selected Regulatory value constraints and press
the return key.

Note
If a value entered exceeds the constraints, a dialog window appears. Read the dialog indicating the constraints of the field.
Click ‘Ok’ to return this field to its previous setting and then attempt the change again.

3 Read the information on the dialog window requesting password re-entry, and confirm by clicking the ‘Ok’ button.

SecMan - Encrypted data input

Pleasze re-enter to confirm your input

4 In the same field as before enter the identical password again.

Note
Passwords are displayed as ‘XXXXXXXX’.

5 Finally save changes
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change the Enabled

Change the Enbled field to indicate the User has been denied access to the Security database.

1 Select the appropriate Users Enabled field.

2 Select appropriate indicator.

3 Finally save changes.
change the Fullname

Note

Uszer global  Users | User groups

Security iterns | Security

Uzer |d System Hetired Enabled I;tl:tli
A0 Falze Falze True

ADMINZ Falze Falze True

Beth Falze Falze True

Drick: Falze Falze

Harry Falze Falze

Thomaz Falze Falze | Falze

Change the Fullname field to enter an appropriate name for the User account.

1 Select the appropriate Users ‘Fullname’ field.

2 Enter a value which does not exceed the selected Reqgulatory value constraints and press the return key.

Note

If the value is NOT highlighted double click in the field.

User global Users

[zer groups

Security items

Securty zones

True indicates a User account as Active. False identifies a User account as Locked out.

zerld EEQ:EIIE:IE E:;;E':; . Fullhame Syztem R
ADMIM R ADMIM Falze F:
ADMIMNZ R ADMIMZ Falze F:
Beth R Elizabeth Falze F:
Drick, s Drick MyProllEElEE F:
Harmy s Harry Falze Fi
Thormas B Thomas Falze F:

Note

If a value entered exceeds the constraints, a dialog window appears. Read the dialog indicating the constraints of the field.

3 Finally save changes.
change the System field

Secunty manager

Fulld ame ruzt be between '3 and "25' characters long

Change this field to identify an account used to perform system functions.

Click ‘Ok’ to return this field to its previous setting and then attempt the change again.

HA028131
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1 Select the appropriate ‘System’ field.

2 Select appropriate indicator.

Note
True indicates the account is used by the system. False identifies it as a User account.

User global  Uzers [ Uzer groups I Securit, ikerms I S

3 Finally save changes.
change the Retired field

Change this field to terminate the selected User account, thus preventing the selected User access to the Security
database.

1 Select the ‘Retired’ field associated with the User who is to be terminated.
2 Select ‘True’ from the drop down list.

All records of Retired accounts compliant to the Default Regulation are removed, whereas records of Retired accounts
compliant to the 21 CFR Part 11 are retained, (greyed out in the User tab).

Beware
There is NO confirmation requested for this action.
SO MAKE SURE'!

Note
Only accounts Retired AFTER the LAST save can be re-instated. These Retired accounts can be re-instated using the File
> Discard Changes option. This causes ALL unsaved changes to be discarded, thus re-instating the terminated account.

User global Uzers | Usger gru:uup3| Securnty temz | Secunty zones

zerld FullName Syztem Retired Enabled
ADMIM ADMIM Falze Falze True

ADRMIME ADMIMZ Falze Falze True

Beth Elizabeth Falze Falze True

Drick Diick. Falze

Harry Harry Falze

Thomasz Thaomas Falze

3 Finally save changes.
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change the Reason field
This is a Read Only column automatically describing the cause that resulted in the User to be Locked out.
This field automatically describes the cause that resulted in the User to be Locked out.

If there is a number of reasons ONLY 1 is displayed at a time but each MUST be dealt with before the User can access the
Security database.

User global  Users | Usger grnupsl Securty tems | Secunty zones

zer Id Login
atternpts

ADMIN 0 Falze
AOMINZ 0 Falze

Locked out | Reason

Beth 0 Falze

0 True Account disabled
Harry 0 Falze
Thaomas 0 Falze

A User can be Locked out if the,

B User account has been disabled (‘Enabled’ field reads ‘False’, Reason field reads ‘Account disabled’)
B |ogin attempts have been exceeded

B password has expired

B User account has been Retired (‘Retired’ field reads ‘True’ Reason field reads ‘Account retired’)
change the Login dialog timeout

Change the numeric value to increase or decrease the amount of time a Login prompt window will remain displayed before
automatically logging out.

1 Click the editable ‘Login dialog timeout’ field.

Note
The existing value is highlighted. If the value is NOT highlighted double click in the field.

User global I Llsersl |zer gn:nupsl Secur

Lagin dialag timeot m

b ax login attempts 0
F.eep retired Uzer [dz True

kin Uzer 1d length 3

2 Enter the value that does not exceed the selected Regulatory value constraints.

Note
If a value entered exceeds the constraints, a dialog window appears. Read the dialog indicating the constraints of the field
and then click ‘Ok’ to return this field to its previous setting.

Security manager

Entered walue iz outzide the walid rangs: ‘0 ko 1 20°

3 Finally save changes.
change the keep retired User Id

Change this field to allow User Ids and Passwords to be stored in the Project database or to be erased when the User is
configured as retired.
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1 Click the ‘Keep retired User Ids’ field to reveal the True/False menu.

2 Select either

. True, to retain ALL User accounts and remain compliant with 21 CFR part 11 guidelines, or

. False, to allow retired User accounts to be erased.

Note

All records of Retired accounts compliant to the Default Regulation are removed, whereas records of Retired accounts

compliant to the 21 CFR Part 11 are retained, (greyed out in the User tab).

3 Finally save changes.

change the Password reuse period

Change this field to increase or decrease the minimum number of days before an expired password may be used again.

1 Click the editable ‘Password reuse period’ field.

The existing value is highlighted. If the value is NOT highlighted double click in the field.

2 Enter the value that does not exceed the selected Regulatory value constraints.

Note

Uszer global I Llsersl Ilzer groups | Secu

Lagin dialog timeot

b ax login attempts

K.eep retired Uszer [dz

True

KMin Uzer Id length

K ax Uzer I1d length

KMin pazzword length

M ax pazsword length

0
0

[=n QRS R e TE ]

FPazzword reuze period

[0

Note

If a value entered exceeds the constraints, a dialog window appears. Read the dialog indicating the constraints of the field

3 Finally save changes.

and then click ‘Ok’ to return this field to its previous setting.

Security manager

E ntered walue iz outzide the walid range: "365" to "30000°
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change the maximum User Id length
Change this field to increase or decrease the maximum number of characters used by for ALL User Id’s in the database.

1 Click the editable ‘Maximum User Id length’ field.

Note
The existing value is highlighted. If the value is NOT highlighted double click in the field.

Uzer glabal [ Usersl IJzer groups I Cecur

Lagin dialag tmeout 0
b ax login attempts 1]
K.eep retired Uszer | ds Tem

Min Uzer 1d length 3
kaw Uzer |d length

ki pazzword length 3
bl & v raerwnnd lanath A

2 Enter a value of between 3 and 8 which does not exceed the selected Regulatory value constraints.

Note
If a value entered exceeds the constraints, a dialog window appears. Read the dialog indicating the constraints of the field
and then click ‘Ok’ to return this field to its previous setting.

Entered walue iz outz de tha walid range; '3'to '8

3 Finally save changes.
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Default accounts

These accounts are allocated to the default ‘Administrators’ User group in the Security Manager zone.

Earlier Security Manager versions use the User Id - EPA'\éﬁt(()aT case-sensitive), Password - EPAEPA (case-sensitive).
Default Account 1
User Id - ADMIN (NOT case-sensitive), Password - ADMIN (case-sensitive).
Default Account 2
User Id - ADMIN2 (NOT case-sensitive), Password - ADMIN2 (case-sensitive).
The default Access Rights vary depending on the Regulation selected.
Incorrect User Id or Password

An incorrect User Id or Password results in the display of the Invalid User Id/Password dialog box. It timeouts after
approximately 30 seconds or can be closed by clicking the 'Ok’ button.

Access Level enumeration's

Numeric values may be entered instead of the enumerations.

Eurortherm Suite Pc - Security le

Security level namne | Aooess level
Mot Configured
Fublic
Alarrmd.ck,
ChritodR eset
Operator
Engineer

Ok Cancel

TagEdit and ESDataSrv user account

When TagEdit is used with the configuration tools the User does not have to login, instead TagEdit uses the system User
Id, ESDataSrv. The ESDataSrv account can be created when adding a Security item. Therefore if security is enabled, it is
necessary give ESDataSrv the necessary Access Levels to the Tag Security Areas.

What is a Tag Security Area?

Tags are assigned to Tag Security Areas (formerly Security Areas) using TagEdit. When User groups are allocated to
Security zones they can be assigned an Access Level to selected Tag Security Areas. This determines what privileges the
User has when writing to Tags within the selected Tag Security Area.

Example 1 - Tag Security Area Access Levels

This table shows that Users in User group 1 have Operator Access Levels which is sufficient the edit Tagl and Tag3 in Tag
Security Area 3 and Tag5 and Tag6 in Tag Security Area 6, but insufficient to edit Tag2 in Tag Security Area 2.

User group Access Level Tag Location Tag Security Area Tag Access Level
Operator (UG1) Tagl, and Tag3 | PC_12 Tag Security Area 3 Operator (8000)
Operator (UG1) Tag2 PC_12 Tag Security Area 2 Engineer (16000)
Operator (UG1) Tag5 and Tag6 PC 4 Tag Security Area 6 Read only (0)

Change Password
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This section assumes that a User is currently logged in. This field permits the current Users password to be changed.
The current Users password can be changed by,

1 Selecting ‘Password > Change Password’ from the Menu bar.

File Wiew Login - Optione  Help
=[]y A
Uszel global [ Users I User grouas I Securty iten

Lugri digboy Limewoul [ ]
] L

2 When this option is selected, the current User Id is shown at the top of the blank prompt window. Select the Current
Password field and enter the correct Current Password.

3 Select the New Password field and enter a new Password.

4 The new password must be confirmed by entering the identical, case-sensitive password in the Confirm Password
field.

Il=er: Acmin

Crorent Passwmrd I—

MNepy Famwond I—
Confirrn Pagsword I—I

ak. | Cancel

5 When all fields have been completed, accept the changes by clicking ‘OK’. To discard and return to the previous
password select ‘Cancel’.
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delete a Security item

This function removes the object and all its configured parameters from the database.

Delete a Security item by,

1 Selecting the item that is not required.

2 Press the

The Security item type and name are displayed in the relevant fields.

Note

Uzer glu:ul:uall Llsersl User groups  Securty items | Security zones

Type

M amne

Euratherm Suite Po

[kem1

T800 Wizual Supervizor

[kems

T800 Wizual Supervizor

[kem3

T800 Wizual Supervizor

[kemd

T800 Wizual Supervizor

[kem5

T800 Wizual Supervizor

[kemb

T800 Vizual Supervisor

[kemd

T800 Vizual Supervisor

[tkemd

T800 Vizual Supervisor

[kem10

T800 Vizual Supervisor

[tkem1

T800 Vizual Supervisor

[keml2

Tvpe: {7800 Visual Supervisor  w | Mame: I”E'T'? Add zecurity item

MNeete 2oty ikem

3 A confirmation dialog window appears. Press ‘Ok’ to delete the item or ‘Cancel’ to reject the operation and return to the
Security item element.

Delete security item | Delete zecurity item |

About to delete S ecurity [hem

Twpe: Euratherm Suite Po

Mame: ESuitenetwiark2

; Cancel |

About to delete Security [bem
Type: TE00Yizual Superyizar

Marne: Item?

Cancel |

4 Finally save changes.

Note

If ‘Ok’ was selected observe the item has been removed.
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Address

Displays the Security item address. This describes the location of the Security item security database by either Project
path (Eurotherm Suite PC), Computer Name and Security database path (Review and QuickChart Software), IP address or
Host Name (5000 and 6000 Series instrument) or 'Lin port name' and 'Lin db name' (T800 Visual Supervisor instrument).

Security items display field

Displays all configured Security items, including item specific data such as the Type (Computer, Software and
instruments), Name (Security item name), Configuration Rev (last deployed master security database revision),
Operational Rev (latest revision of the local security database) and the Status (Specific errors status).

recover a Security Database
Recover Security Manager/PC Security Database

A Recovery User account is essential to recover an unusable security database. It relies on an Administrator enabling the
Security Manager Recovery User account before the Security database becomes inaccessible.

Beware
If the Recovery User account is NOT configured at any time before the system becomes inaccessible, the Recovery User
account will NOT made be available.

The database has an Recovery User account that allows a User to login to a database that does NOT have sufficient active
Administrator accounts with full Access Rights. If the database has insufficient active Administrator accounts this could be
due to,

W passwords expiring or being forgotten

B exceeding the Maximum Login attempt limits

B disabled Administrator accounts

Recover an unusable Security Manager/PC Security Database

If the Recovery User account has already been configured it will be possible to recover an unusable Security database.
Use the following instructions in order to do so.

1 Contact supplier stating the problem. The supplier will issue a time restricted (1 day), date dependent password.

2 Open and login to the database before the 1-day limit expires. Do NOT use a User Id and enter the special issued
password.

Uszer Marme: |

Passwarnd: |xmx

k. Cancel

3 The database will open enabling the User to re-instate sufficient accounts reactivating the security project.
Recover T800 Visual Supervisor Security Database

A Recovery User Account is essential to recover an unusable database. It relies on an Administrator enabling the T800
Recovery account before the Security database becomes inaccessible.

Beware
If the Recovery User account is NOT configured at any time before the system becomes inaccessible, the Recovery User
account will NOT made be available.

If configured the T800 Visual Supervisor has a Recovery account that allows a User to login to a T800 Security database
that does NOT have sufficient active Administrator accounts with full access rights. If this item has insufficient active
Administrator accounts this could be due to,

B passwords expiring or being forgotten.
B exceeding the Maximum Login attempt limits.
B disabled Administrator accounts.

Recover an unusable T800 Security database

If the Recovery account has already been configured it will be possible to recover an unusable Security database. Use
the following instructions in order to do so.
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1 Atthe instrument, press the ‘RECOVER’ button (this temporarily replaces the ‘USERS’ button), to display a window
containing a number. The number is derived from instrument specific data, date and time.

Note
Write down the number.

2 Contact supplier stating the problem and instrument specific number. The supplier will issue a time restricted (1 hour),
date dependent password.

3 Open and login to the instrument before the 1 hour time limit expires. Do NOT use a User Id and enter the special
issued password.

Uszer Mame: |

Pazzword: |xxxxx

k. Cancel

4 This will open the Security database, enabling the User to re-instate sufficient accounts, therefore reactivating the
Security database.
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PC Configuration

This function enables the User to restrict the use of the master security database. This database is unrestricted until the
‘Enable PC Locking'’ field is checked, after which the database is restricted to the list of computer’s in the ‘PC
Configuration’ dialog window. This is also a default list of computers for use with the AutoDeployment zone.

If the ‘Enable PC Locking'’ field is selected before any computer’'s have been added a dialog window appears warning that

this function is NOT enabled.

How to setup the PC Configuration

When PC Configuration is selected, a dialog window appears. It is configured by adding computer’s to a list, deleting them
from the list, enabling computer locking and confirming the operation.

The User needs to know the PC Name, and PC Code of the computer before attempting to add it to the list.

1 Select ‘Options > PC Configuration’ from the Menu Bar.

Filz ‘iew Login Password | Options  Help

Ii?'l E | J@l P Configuration. ..

User global | Llsersl |Jzer grow

Masker UMC path...

Regulation, ..
Login dialog timeout [zecz] Deployable
b ax login atternpts Enable security on Eurotherm Suite Pc's
K.eep retired U zer |dz Eurotherm Suite Pc security level names. ..

i Uzer Id length
b aw | zar 1A lennbh

LinDpc client security. ..

2 Adialog window to appears. Firstly, make sure the ‘Enable PC Locking’ is disabled. Using the keyboard enter the PC
Name and PC Code in the appropriate fields and press the ‘Add PC’ button.

If attempting to add the computer currently in use click the ‘Add this PC’ button.

3 Observe the computer Name and Code have been entered in the list. ALL computers on the list remain at ‘ADD’ status

until confirmed.

Note

Any computer at the ‘ADD’ status may be deleted without confirmation.

4 Press ‘Ok’ to confirm and update the computer’s status from ‘add’ to ‘existing’.

. Use the Cancel button to ignore the changes.

Note

Select areas to display additional information.

onhigure Secunty Management FL s

[ Enable PC Locking

PC Mame | State
1 |PCOOOT E xisting
£ | PCOO0 E xizting
4 | PCO003 Add

—&dd a PC—
FC Mame

IF'EEIEIEIEl
&dd PC |

Add this PC

Delete

OF.

Carncel
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Cancel PC Configuration
Operate this button to stop the computer configuration procedure and revert to the current Security Manager Window.
A prompt appears if there is unsaved changes, select as appropriate.
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Customise Security Manager
How to show Active or All Users
The function of this button allows the User to display ALL Users or just the Active Users in the User Id column.

Display Active or All users by

ctive users
1 Clicking and observe the list of User Id’s as it is reduced to show just the Active Users. The button

Al users |
now reads

Note
Al users |

If the tab was already showing just the Active Users, pressing the causes the list of User Id’s to
expand and show ALL Users, including disqualified Users.

Llser |d Password Change F'as_swnrd Femote | FullName
paszward expiry [dapz] | Uszer Id passtarnd
ﬁDMlN HEHEHEEER FalSE HEHEEEER ﬁDMlN
ADMINZ R Falze 1] s ADMIMZ
Beth R Falze 1] R Elizabeth
chk EHE+E4 41 FalSE I:I EHE+ 4T+ chk
HEIH_',-' EHE+E4 41 FalSE I:I EHE+ 4T+ Ha”!rI
Thomaz B Falze 1] B Thomas

Add user achive users Heenable [zer E it |

2 Finally save changes.
How to hide/show toolbar

The Toolbar stores 2 icons that enable quick access to the Open and Save options. It is displayed by default and is located
at the top of the Security Manager window. A check mark along side this option in the View pulldown indicates it is currently
displayed.

Hide/show this bar by,

1 Select ‘View > Toolbar’ from the Menu Bar.

:-- Security Manager

= v Toolbar
v Statug Bar

Usergmoar osers T U ser aroups Se

Type

2 The Toolbar is removed from the window.

: Security Manager
File  “iew Login Fazzword Option: Help

Lser glu:ul:uall Llsersl zer groups  Securty items | 5 ecurity 2

Type

- - 1

3 To display the Toolbar, repeat the instructions.
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How to hide/show status bar

The Status Bar displays Security Manager database status information, including location, current user, security status,
date and time. It is displayed by default and is located along the foot of the Security Manager window. A check mark
indicates it is currently displayed.

To hide/show this bar by,
1 Selecting ‘View > Status Bar’ from the Menu Bar.

Security Manager

Login  Pazsword  Optico

E’;l | ¥ Toolbar

v Statuz Bar

Usergmoary oeers T eer groups Se

Type

2 The Status Bar is removed from the window.

L= T B R L B L I L IH'.I 1
Min paszword length

b ax password length
Fazsword reuse period

3 Repeat the instructions to display the Status Bar.
EurothermSuite Pc's security level names

This function shows the Security level names and the corresponding Access level values. The Security level name is
used to define the level of security required by a User when attempting to edit a Tag. However, editing these fields is
permitted.

Beware
editing these fields will require further configuration of the Project Database, and may not benefit the security configuration.

To add a new EurothermSuite Pc security level,
1 Select ‘Options > EurothermSuite Pc's security level names’ from the Menu Bar. A dialog window appears.

It is recommended that...
the existing access level values remain as shown. However, editing the Security level name, may clarify security levels for
each unique system.

2 Double-click the next available Security level name field and enter the required text.
3 Double-click the corresponding Access level field and enter the required value.
4 Press 'Ok’ to reveal the confirmation dialog. Press Yes to confirm the new EurothermSuite Pc Security parameters.

Note
The EurothermSuite Pc Security parameters can be removed, simply by deleting the Security level name text and
corresponding Access level value. Confirmation will be required.
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Regulatory Defaults

Regulatory Defaults

Each Security Manager field has a defined range dependant on the selected Regulation. Any value that deviates from the
Regulatory defaults will a breach of the defined Regulations, creating a system that now does NOT comply with those

Regulations.

Security Manager Regulatory Defaults

This table lists the Regulatory defaults for SecMan security item.

IMPORTANT NOTE
Grey fields indicate a Read Only parameter.

User Global

Login Dialog Timeout (secs)
Max login attempts

Keep retired user ids
Minimum user id length
Maximum user id length
Minimum password length
Maximum password length

Password Reuse Period
(days)

User

User Id

Password
Change Password
Password Expiry
Remote User Id
Remote Password
Fullname

System

Retired

Enabled

Login Attempts

Locked Out

Reason

User Group

Security item

Security Zone

Default 21 CFR Part 11 21 CFR Part 11
Records Signatures
Default Range Default Range Default Range
0 0 30 000 0 0 30 000 0 0120
0 0 30 000 3 399 3 399
True True / False True (Locked) True (Locked)
3 38 6 38 6 38
8 38 8 38 8 38
3 38 6 38 6 38
8 38 8 38 8 38
0 0 30 000 365 365 30 000 365 365 30 000
Read Only User Id Read Only User Id Read Only User Id
3 38 6 38 6 38
False True / False False True / False False True / False
0 030 000 90 1180 90 1180
blank 020 blank 020 blank 020
3 38 6 38 6 38
blank 025 blank 025 blank 025
False True / False False True / False False True / False
False True / False False True / False False True / False
True True / False True True / False True True / False
Incrementing Value Incrementing Value Incrementing Value
(Locked) (Locked) (Locked)
True / False (Locked) True / False (Locked) True / False (Locked)
Description (Locked) Description (Locked) Description (Locked)
There are no Regulatory requirements for this Section
There are no Regulatory requirements for this Section
There are no Regulatory requirements for this Section

5000 Series Instrument Regulatory Defaults

This table lists the Regulatory defaults for 5000 Series security items.
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IMPORTANT NOTE
Grey fields indicate a Read Only parameter.

Management Data

Record Logins
Login Timeout

with unapplied changes

Require Signing
Require Authorisation
Enable Audit Trail
Disable Service Account
Login by User Id

Password Change on Expiry

Access Rights

Connect from remote
Edit own password
Change alarm setpoints
Acknowledge alarms
Edit Maths Constants
Reset Maths

Preset Totalisers
Start/Reset Timers

Set Clock

Adjust Inputs

Archiving Control
Save/Restore
Paste/Delete

Full Configuration

Full Security

Batch Control

Can Sign

Can Authorise

Event Permission (x 5)
Edit Output Channel Default

Action Demand Writes

Default

False
0

Ignore
Timeou
t

False
False
False
False

True

True

False

True
False

True
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False

False

Default

Range

True / False
0-99

Ignore
Timeout /
Discard
Changes

True / False
True / False
True / False
True / False
True / False

True / False

True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False

True / False

21 CFR Part 11 -
Records

Default

15

Discard
Change
s

False

False

False
True

True

False

True
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False

False

Range

True (Locked)
1-99

Ignore
Timeout /
Discard
Changes

True / False
True / False
True (Locked)
True / False
True / False

True / False

True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False

True / False

21 CFR Part 11 -
Signature

Default

15

Discard
Change
s

False

False
True

True

False

True
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False

False

Range

True (Locked)
1-99

Ignore
Timeout /
Discard
Changes

True (Locked)
True / False
True (Locked)
True / False
True / False

True / False

True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False

True / False
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6000 Series Instrument Regulatory Defaults

This table lists the Regulatory defaults for 6000 Series security items.

IMPORTANT NOTE
Grey fields indicate a Read Only parameter.

Default 21 CFR Part 11 21 CFR Part 11
Records Signature

Default Range Default Range Default Range
Management Data
Record Logins False True / False True (Locked) True (Locked)
Login Timeout 0 099 15 199 15 199

with unapplied changes Ignore Ignore Discard Ignore Discard Ignore
Timeou Timeout / Change Timeout / Change Timeout /
t Discard S Discard S Discard
Changes Changes Changes
Require Signing False True / False False True / False True (Locked)
Require Authorisation False True / False False True / False False True / False
Enable Audit Trail False True / False True (Locked) True (Locked)
Disable Service Account False True / False False True / False False True / False
Login by User Id True True / False True True / False True True / False
Password Change on Expiry True True / False True True / False True True / False
Access Rights

Connect from remote False True / False False True / False False True / False
Edit own password True True / False True True / False True True / False
Change alarm setpoints False True / False False True / False False True / False
Acknowledge alarms True True / False False True / False False True / False
Edit Maths Constants False True / False False True / False False True / False
Reset Maths False True / False False True / False False True / False
Preset Totalisers False True / False False True / False False True / False
Start/Reset Timers False True / False False True / False False True / False
Set Clock False True / False False True / False False True / False
Adjust Inputs False True / False False True / False False True / False
Archiving Control False True / False False True / False False True / False
Save/Restore False True / False False True / False False True / False
Paste/Delete False True / False False True / False False True / False
Full Configuration False True / False False True / False False True / False
Full Security False True / False False True / False False True / False
Batch Control False True / False False True / False False True / False
Can Sign False True / False False True / False False True / False
Can Authorise False True / False False True / False False True / False
Event Permission (x 5) False True / False False True / False False True / False
Edit Output Channel Default False True / False False True / False False True / False
Action Demand Writes False True / False False True / False False True / False
Perform Update False True / False False True / False False True / False
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EurothermSuite PC Regulatory Defaults

This table lists the Regulatory defaults for EurothermSuite PC security items.

IMPORTANT NOTE

Grey fields indicate a Read Only parameter.

Default 21 CFR Part 11 21 CFR Part 11
Records Signature
Default Range Default Range Default Range
Management Data
Audit Trall True True / False True (Locked) True (Locked)
Signing True True / False True True / False True (Locked)
Authorisation True True / False True True / False True True / False
Alarm Signing 0 015 0 015 0 015
Alarm Authorisation 0 015 0 015 0 015
Confirmation False True / False False True / False False True / False
Notes False True / False False True / False False True / False

Auto Logon User Id
Log Invalid Times

Audit Ports (x4)

Blank (User Id needed)
False True / False

Blank (Port name

Blank (User Id needed)
False True / False

Blank (Port name

Blank (User Id needed)
False True / False

Blank (Port name

needed) needed) needed)

Lockout Level None None None
Access Rights
Sign False True / False False True / False False True / False
Authorise False True / False False True / False False True / False
Print False True / False False True / False False True / False
TagEdit False True / False False True / False False True / False
Operator Point Display False True / False False True / False False True / False
Export Historical Trend False True / False False True / False False True / False
Inactivity Timeout (secs) 0 030 000 15 1720 15 1720
Display access level 0 09999 0 09999 0 09999
Synchronise Files Each of the access rights in this part require
the selection of a level of confirmation the
default is No Confirmation

Override Server Redundancy
Task Switch
Operator group global Level of Level of Level of

Debug
Operator groups

Trend global

Confirmation
No Confirmation

Confirmation
No Confirmation

Confirmation
No Confirmation

Confirm Only Confirm Only Confirm Only
Note Note Note
Signature Signature Signature
Sign & Note Sign & Note Sign & Note

Sign & Authorise
Sign & Authorise & Note
Action Disabled

Sign & Authorise
Sign & Authorise & Note
Action Disabled

Sign & Authorise
Sign & Authorise & Note
Action Disabled

HA028131
Issue 3 Oct 06

Security Manager User Guide
Page 130



Security Manager User Guide

Default

Default Range

AlarmHistMaxItems
Trends

Recipe Download

Global Alarm Acknowledge
Faceplate Modify

Change Language

Offline data writes

10 data writes

System User writes

Recipes Needs appropriate

configuration

Tag Security Area

21 CFR Part 11
Records

Default Range

Needs appropriate
configuration

21 CFR Part 11
Signature

Default Range

Needs appropriate
configuration

QuickChart Software Regulatory Defaults

This table lists the Regulatory defaults for QuickChart software security items.

IMPORTANT NOTE
Grey fields indicate a Read Only parameter.

Default 21 CFR Part 11 - 21 CFR Part 11 -
Records Signature
Default Range Default Range Default Range

Management Data

Sign for Annotation False True / False False True / False True (Locked)
Access Rights

Create QuickChart False True / False False True / False False True / False
Open QuickChart True True / False True True / False True True / False
Modify Chart View True True / False True True / False True True / False
Save QuickChart False True / False False True / False False True / False
Chart Setup False True / False False True / False False True / False
Administration False True / False False True / False False True / False
Chart Annotate False True / False False True / False False True / False
Chart Review False True / False False True / False False True / False
Chart Approve False True / False False True / False False True / False
Chart Release False True / False False True / False False True / False
Print True True / False True True / False True True / False
Print Setup True True / False True True / False True True / False
Export Data True True / False True True / False True True / False
Export Setup True True / False True True / False True True / False
Inactivity Timeout (secs) 0 0 - 30 000 15 1-720 15 1-720
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Review Software Regulatory Defaults

This table lists the Regulatory defaults for Review software security items.

IMPORTANT NOTE
Grey fields indicate a Read Only parameter.

Management Data

Sign for Annotation

Access Rights

Transfer Files
Chart Setup
Chart Open/Close
Modify Chart View
Save Chart
Administration
File Services
Chart Annotate
Chart Review
Chart Approve
Chart Release
Print

Print Setup
Export Data
Export Setup

Inactivity Timeout (secs)

Default

False

False
False
True
True
False
False
False
False
False
False
False
True
True
True
True
0

Default

Range

True / False

True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False

0 - 30 000

Default

21 CFR Part 11 -

Records
Range

False True / False
False True / False
False True / False
True True / False
True True / False
False True / False
False True / False
False True / False
False True / False
False True / False
False True / False
False True / False
True True / False
True True / False
True True / False
True True / False

15 1-720

21 CFR Part 11 -
Signature

Default

False
False
True
True
False
False
False
False
False
False
False
True
True
True
True
15

Range

True (Locked)

True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False
True / False

1-720
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T800 Visual Supervisor Regulatory Defaults
This table lists the Regulatory defaults for T800 security items.

IMPORTANT NOTE
Grey fields indicate a Read Only parameter.

Default 21 CFR Part 11 - 21 CFR Part 11 -
Records Signature
Default Range Default Range Default Range
Management Data
Recovery User True True / False True True / False True True / False
Password Expiry 0 0-180 90 1-180 90 1-180
Inactivity Timeout (secs) 0 1-720 15 1-720 15 1-720
Access Rights
Sign False True / False False True / False False True / False
Authorise False True / False False True / False False True / False
View Only False True / False False True / False False True / False
Reference Number 0 0 - 65535 0 0 - 65535 0 0 - 65535
Access Level Operator Op. - Admin  Operator Op. - Admin Operator Op. - Admin

Windows Domain Regulatory Defaults

This table lists the Regulatory defaults for Windows Domain security items.

IMPORTANT NOTE
Grey fields indicate a Read Only parameter.

Default 21 CFR Part 11 - 21 CFR Part 11 -
Records Signature
Default Range Default Range Default Range
Management Data
Administrator Userld Needs appropriate Needs appropriate Needs appropriate
configuration configuration configuration
Administrator Password 0 0-180 90 1-180 90 1-180
Password Expiry 0 1-720 15 1-720 15 1-720
Deploy Existing Users True True / False True True / False True True / False
Deploy Retired Users True True / False True True / False True True / False
Access Rights True True / False True True / False True True / False
Groups Needs appropriate configuration
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Other Information
What is a Master Database?

The master database is defined by the Master UNC (Universal Naming Convention) path configured using ‘Options >
Master UNC path’ pulldown. Generally the master database is resident on a shared computer, where the Project was
initially created.

Example
\\< shared Security item Computer hame >\< directory >\< project folder >

Note
The computer name can be found by selecting
Start > Settings > Control Panel > Network > Identification

To give the computer, or to be more accurate the hard drive (C:), ‘shared’ access

1 Select the computer hard drive icon, right click and select ‘Properties > Sharing tab’.
2 Click the ‘Shared as’ radio button and type ‘C$%'’ into the ‘Shared name'’ field.

3 Press ‘OK’ to accept or ‘Cancel’ to exit the operation.

What is a Client Database?

This is a deployed copy of the master database. Generally it is resident on Security item nodes in the security
configuration.

Replication of a client database is NOT permitted and if attempted the User is requested to switch to the master security
database before continuing.

What is the PC Name/Code?
The computer Name is the computer identification name.
The computer Code is a hexadecimal address value of the computer.

These parameters are displayed when selecting a database ('Enable PC locking' MUST be enabled).
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LIN Information
Default LIN User Names

Unless the item being written to was added using the ‘.w’ qualifier, LINOPC will use the OPC group name as the User
name.

If it is not already known, it is possible to determine the OPC group names that have been created in LINOPC by running
the LINOPC Groups application.

Some clients may not specify a group name in which case LINOPC automatically creates group names of the form
AutoGroup<nn>.

If these applications are also using ‘Fully qualified addresses’ it will be necessary to add these group names into the
‘defaccss.CSV' file. For the clients that have group names automatically created the user name AutoGroup will need to be
added, and will apply to all these clients.

After installation ‘defaccss.CSV’ will normally be configured with the lines
LinToolsOpc.<Logged in NT user>.<PC node name>, RW
TheGroup, RW

This defines the access for the clients LINTools and OPCScope.

Default LIN Access

If the client is addressing the LIN Blocks using Fully qualified addresses then LINOPC will not have a Tag Security Area for
the block, and consequently will be unable to determine if the User has sufficient Access Level when writing to the blocks.
LIN Tools and OPC Scope are examples of such clients.

In this instance LINOPC uses the default LIN access defined in the ‘defaccss.CSV’ file. Each line of this file has the
following format.

<User name>, <RO | RW>
Where
RO = Read only
RW = Read write
LINOPC looks for this file first in the active Project folder, and then in the folder containing the Linopc.exe file.

If LINOPC has to use the security defined in this file then a user will be granted either ‘RO’ or ‘RW’ access, irrespective of
the block being written.
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LINOPC Client Security

This function shows existing OPC Group names and the corresponding Access Type. Additional groups can be added,
simply by entering the required group name text and selecting the appropriate OPC Access type. The OPC Group name
is used to define the security for groups of Third-Party clients.

To add OPC Group security,
1 Select ‘Options > LINOPC Client Security’ from the Menu Bar. A dialog window appears.

LinOpc client security

PC group hame |.-’-'-.|:n:ess vpe

Ok Cancel

2 Double-click the next available LINOPC Group name field and enter the required text.
3 Double-click the corresponding Access level field and select the required Access type.
o NONE (No access)
. RO (Read only access)
. RW (Read write access — everything logged)
. RWE (Read write access — only errors logged)
. RWN (Read write access — nothing logged)

4 Press 'Ok’ to reveal the confirmation dialog. Press Yes to confirm the new LINOPC Security parameters.

Note
The LINOPC Security parameters can be removed, simply by deleting the LINOPC Group name text and the
corresponding Access type value. Confirmation will be required.

Security Manager User Guide HA028131
Page 136 Issue 3 Oct 06



Security Manager User Guide

LINOPC Security specifics

Online LIN data is accessed through the LINOPC server. This program provides an OPC interface to the LIN Blocks.
Through this interface LIN items are always be referred to by their Fully Qualified Address (FQA) (see Default LIN
Access):-

<Port name>"NN:<Lin DB name>.<Block name>[.<Field name> | .<Sub field name> | .<Qualifier>]
where,
NN = LIN node address in hex.
Or if a Project database is available, items may be referred to using their Tags,
<Tag name>[.<Field name>][.<Sub field name>][.<Qualifier>]

By default, LINOPC takes the OPC group name to which the item was added as the User name. However if the item has
the “.w’ qualifier, the LIN User Name is extracted from the string that is written to the item.

For example, if a client wishes to write the value ‘55.6’ to the ‘PV’ field of the ‘Tag’ ‘PID01’, the client adds the item
[PIDO1.PV]
and writes ‘55.6’ to it. In this instance LINOPC uses the OPC group name the item was added to as the User.

Alternatively if the client wished to specify User ‘Jack’ on computer, i.e. ‘OpStnl’, signed for the change, the item could be
added with the *.w’ qualifier.

[PIDO1.PV.w]
A “.w' string value which has the following syntax would then be expected.
[<PC Node>],[<User data>],[<Access level>],[<Qualifier>],[<Value type>:]<Value>[0]
Where
<User data> [Logged on user] / [Signing user] / [Authorising user]

Currently only the [Logged on user] or the [Signing user] is used. The Access Level is checked against the [Signing ‘User’]
if present.

<Access level> If this value is specified it overrides the Users Access Level to the Tag defined in the security
database.

<Qualifier> not used
<Value type><s|d|f| x| 0>
<s> = string
<d> = integer
<f> = floating point
<x> = hex
0> = octal
In this example it would be: -
OpStnl, /Jack/, , ,f,55.6
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Tag and LINBlock specifics

If the system includes Tags and LINBIocks it is important to have an understanding of the following features and how they
relate to the elements of the Security Manager.

B Tag Security Areas

User groups are given Access Levels to Tag Security Areas. This determines the privileges required in order to write to
the Tags in the Tag Security Areas in the selected Security zone. The Access Levels are defined as part of the Access
Rights given to a User group.

Note
In systems that precede the Security Manager, these were known as Security Areas. When upgrading systems it is
IMPORTANT not to confuse Tag Security Areas with Security zones.

B Tag Profile Configurator

The fields in a LIN block referenced by a Tag have a number of properties, including flags to indicate Electronic
Signatures are required. By default these properties are contained in the template that describes the block. However,
the Tag Profile Configurator can redefine these properties so that they are unique for each Tag.

m LINOPC Security

LINOPC applies its own security check to confirm that a client has the Access Level necessary to write to an online
LINBIock. This is based on user names and Tag Security Areas. However some client processes do not refer to
LINBIocks by their Tags, and do not explicitly specify user names, LINTools and OPCScope are two examples. The
installation sets up the necessary information for known clients, however where a new OPC client is being integrated it
is necessary to understand how LINOPC deals with security.

B TagEdit and ESDataSrv user account

When TagEdit is activated from one of the Project Developer tools, the User is not required to login. In this mode
TagEdit uses ESDataSrv the default system User Id. ESDataSrv is one of the default accounts supplied with the
Security database and must be given access to the Tag Security Areas to ensure TagEdit has the privilege to perform
writes when security is enabled.

Tag Profile Configurator specifics

Each field associated with a Tag has actions relating to security which must be completed before any changes can take
effect.

By default these values are defined on a block type basis, however this configurator allows new pseudo LIN Block types to
be created. The new types have the same LIN Template, i.e. fields as the original type, but security and other attributes
stored in the Project Database can be changed from the default values. The new type is identified using the block type
name, e.g. ‘PID’ plus a PointDisp name other than default, e.g. Boiler. Once the new type has been created in the Tag
Profile Configurator the PointDisp field can be changed in TagEdit. Opening Tag Profiles in the Project folder runs this
configurator which can also be used to configure various other field properties.
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Tag Security Areas specifics

Each field in a block referenced by a Tag has an Access Level (a numeric value between 0 and 32767). A User wishing to
write to that field would require an Access Level of at least this value.

Each Tag can be assigned to a single Tag Security Area only. When Users login to a security item they are given an
Access Level over each of the Tag Security Areas, that determines which fields in each Tag can be written to.

create a Tag Security Area (Project Organiser)

Project Organiser must be used to create Tag Security Areas and configure the relevant Tags.

Refer to...
Project Organiser help file for full instructions.

Project Organiser is used to create Tag Security Areas and configure the relevant Tags. Security Manager is then used to
assign User Access Rights to Tag Security Areas, allowing assigned Users to write to the Tags of that Tag Security Area.
There are 2 default Tag Security Areas.
B $SystemTag
provides access to the LIN Write Failure flag. This is generated and viewed in InTouch when a write to a LIN server
fails due to an invalid reference or insufficient security. This Tag Security Area includes all system Tags, for example,
all Tags used to clear down the LIN write error counts. These Tags all require an Access Level of 10000.
B UNALLOCATED (NULL)

allows engineer security access to Tags NOT assigned to a Tag Security Area. Security Manager is used to assign
the Unallocated (NULL) Tag Security Area to those User Groups. This Tag Security Area includes all Tags that have
not been assigned to a Tag Security Area.

Note
Tags can only be assigned to a single Tag Security Area.

This is configured by,
In the Project Organiser
1 Open the Project folder, and then Tag Security Areas.

Note
If creating the first Tag Security Area the Editor Contents Region is empty.

2 Create the Tag Security Area to break the Project down into sufficient identifiable groups,
. Right click to show the floating menu and select New > Tag Security Area.
The command displays the New Tag Security Area dialog. In the Tag Security Area Name field, enter a short (12
characters maximum) easily identifiable name for the Tag Security Area containing any of the following characters a z,
AZ 009 &, _,-

Tip!
For clarity, try to use an easily identifiable name for an object, i.e. Boiler3 (Tag Security Area).

3 Select OK to accept the Tag Security Area name. Press Cancel, El or Esc. on the keyboard to abort the operation.

4 Refresh the display, (View > Refresh (F5)) when complete.

In the Security Manager,

5 Configure the permission for the relevant Tag Security Area by selecting the appropriate level of security from the
enumerated picklist of Access Levels.

The Access Level a User has in each Tag Security Area is configured by the Security Manager. An Access Level
determines a minimum level of security permitted before the Tags it contains can be edited by a User assigned to a
User group on a computer.

The User group Tag Security Area Access Level is configured in a table, which allows the Access Levels to be defined.
. Clicking in the left-hand column offers a picklist showing the configured Tag Security Areas.
. Clicking in the right hand column offers an enumerated picklist of Access Levels.
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Command Line Parameters

Path to SecManDb.ujx Command line parameter

This Command line parameter should only be used to define the location of the Security database when operating the
Security Manager through the Command line prompt.

This can be configured in a string with other Command line parameters.

Command line prompt example

=1

Type the name of a program, folder, document, or Internet
rezource, and ‘indows will oper it for wou.

Oper: |SecMan Atodeploy 25055 S echt anDb s ﬂ

-

k.

Cancel | Browge. . |

This Command line parameter will run the Security Manager Utility and load the defined SecManDb.ujx database.

Command Line parameters

Security Manager can also be operated and MUST be started at the Deployment Computer using Command Line

parameters.

The following image indicates the parameters that can be configured using the command line prompt. All parameters are

single space separated.

SecManHelp

Sechkan [<SecurityDBMName:] [Dptions]

YWhere are options are ane or more of:
fHelp Thiz help
fLogin <Uzeri ames :<Pazzword:

fSecure Create a zecure environment
flways0nTop take Sectdan alwayzs on top
/HideT azkBar Hide the \Windows tazk bar

/ReaServer R egister the program
fUnRegServer IJnFegizter the program

Login data on command line

IMPORTANT NOTE
This graphic is displayed using the /Help Command line parameter, it shows the parameters with the exception of the
/AutoDeploy Command line.
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/RegServer Command line parameter

This Command line parameter should rarely be used, as the correct information should have already been configured when
Security Manager was installed.

Command line prompt example

E Type the name of a program, folder, docurment, or [nternet

rezource, and Windows will oper it for pou,

Open: ISE:M an /RegSerser j

¥ | Funit separate memony space

aF. Cancel | Browesze. .. |

This Command line parameter will enter Security Manager registry data to allow the user to double click the SecManDb.ujx
to open the database.

/Help Command line parameter
This Command line parameter will display the following list of available Command line parameters.

Command line prompt example

Type the name of a program, folder, document, or Intermet
rezource, and Windows will open it for pou.

(AT |5 echd an AHel j

¥ | Bunit separate memony space

aF. Cancel | Erowesze... |

Note
This graphic is displayed using the /Help Command line parameter, it lists each additional parameter. An /AutoDeploy
Command line parameter has also been included.
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/Login Command line parameter
This can be configured in a string with other Command line parameters.

Command line prompt example

S~ ]

Type the name of a program, folder, document, or Internet
rezource, and 'Windows will oper it for yau,

Open: ISEE:M an /Login Userld:Password SSecure j

IV | B in separate memon space

ak. I Cancel | Browsze. .. |

This Command line parameter will automatically enter defined User Id and Password in the Login prompt.
/Secure Command line parameter
This can be configured in a string with other Command line parameters.

Command line prompt example
Hun 7] |

Type the name of a program, folder, document, or Internet
rezource, and ‘indows will oper it for wou.

Oper: ISEE:M an /Login Uszerld:Pazzsword /Secure j

IV | Bluti it separate meman space

] I Cancel | Browge. . |

This Command line parameter will stop any means of saving data by disabling the File > Open and File > Close options,

the Help option, including the About dialog.
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/HideTaskBar Command line parameter
This Command line parameter can be configured in a string with other Command line parameters.

Command line prompt example

g Type the name of a program, folder, document, ar Internet
rezource, and Windows will oper it for pou,

Open: ISE:M an Adlwapz0nT op HideT azkBar j

¥ | Funit separate memony space

aF. Cancel | Browesze. .. |

This Command line parameter will ensure that when Security Manager is the Windows Task Bar, and any operations
associated with it are NOT displayed on screen.

/Autodeploy Command line parameter

The Autodeploy function can be started from a Deployment computer either by the Command line prompt or via a shortcut
to the Master Security database.

Itis recommended that...
the shortcut method is used, as this will cancel the need to enter the /Autodeploy Command line parameter each time in
order to start Security Manager.
For this facility to operate successfully, the Deployment computer MUST be,
B specified in the Security zone
W listed in the PC Configuration table (Options pulldown)
B and the Deployable flag MUST be checked (Options pulldown)

It can be configured in a string with other Command line parameters.

This Command line parameter will,
B display the deployment dialog with full use of the Deploy and the ‘Deploy All/Zone’ buttons

B compare the Master Security database revision to that of the Security items in the Security zone, and reconcile and
deploy where necessary

It is recommended that...
a sufficient time, specified in the command line, is allowed for the Autodeploy comparison to complete. Any value greater
than 60 secs can be applied, but a default 300 secs is assumed if a value is not offered. The value must be changed
according to the complexity of the system, with a minimum of 5 mins in a system comprised of 5000 Series instruments.
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Command line prompt examples

Run K E3

== Tupe the name of a program, folder, docurment, or Internet
) rezource, and Windaws will open it for pau.

-

ak. Cancel | Browese. .. |

"SecMan" /AutoDeploy 60 "\\EuroPS\MyProject\SecManDb.ujx"
Shortcut example

Shortcut to SecManDb_ujx Properties

General Shartout l Securit_l,l]

=
ﬁ@ Shartcut ta SecktdanDb.ujs
,

Target ype: Eurotherm Security banager

T arget location: kyProject

Target: |SE|:M an AautoDeploy 3NKE. WM. ASech anD b, ujx
|

Start ir: |E:"aEun:|F'5'\h-1yF'miE|::t

Shartcut kew: |N|:|ne

Bur: | Marmal window j

FEind T arget... | Ehangelcnn...|

] Cancel | Apply

IMPORTANT NOTE
The /Autodeploy Command line parameter,
"SecMan" /AutoDeploy 60 "\\EuroPS\MyProject\SecManDb.ujx"
MUST be entered in the Target field of the shortcut properties dialog box.
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/UnRegServer Command line parameter

This Command line parameter should rarely be used, as the correct information should have already been configured when
Security Manager was installed.

Command line prompt example

This Command line parameter will remove Security Manager registry data that will stop the user from opening the

database.

rezource, and Windows will open it for pou.

5 Type the name of a program, folder, document, or Intermet

Open: ISE.'CM an /UnRegSerer

-

¥ | Bunit separate memony space

Ok,

Cancel | Erowesze... |
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Audit Trail Information
Security Manager Audit Trail

This enables event and alarm trace-ability in the form of tamper-proof data storage files. A new file is created each time the
database is opened. It is assigned a filename derived from the Database name (SecMan), computer name,
Year/Month/Day, an issue number, and a .uhh extension.

Sectan_Prim

amyseryver_200

2091500000
2.UHH

The Audit Trail is saved to the History directory in the Project folder.

Each time an event or alarm occurs at an item configured in the database, an entry containing additional data is added to
the Security Manager Audit Trail. There are 4 event types each recording different information,

B Non operator
These are system or universal events that record Date, Time, and Action, Previous and New values (if appropriate).
B Permitted

These are events caused by User accessing nodes on the system. The Date, Time, Action, User Id and/or User name,
Previous and New values (if appropriate) are recorded.

m Signed

These are events that require the User to enter a password to accept the changes. An optional Reason note
accompanies these events.

B Signed and authorised

These events require 2 different User signatures. The first to sign (accept) a change and the second to authorise
(confirm) the change. The authorisation signature is accompanied by the Users Fullname description.

The Security Manager Audit Trail can be viewed and printed using the Review software.
Audit Trail events

An event is defined as the following:

Login/Logout.

Exceeded Login attempts.

Any saved configuration changes to the database.
Synchronise/Deploy the master database.
Security configuration audit.

Starting other applications.

Event alert failure.
Audit Trail event details

Each event is accompanied by the following data,
B Time stamp.
Current User Id and Fullname.

[ |

B Signing User Id and Fullname (if required).

B An authorised User Id and Fullname (if required).
[ |

A description of the changes as part of an electronic signature (if required).
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Examples

Example 1 - Each User in their own User group solution

Consider a system that comprises 2 Security item nodes (2 T800 Visual Supervisor's - T800_01, and T800_02) and 4
Users (U1, U2, U3, and U4) each having access to both Security items.

This example has a unique User group for each User (UG1, UG2, UG3, and UG4) and a unique Security zone
configuration (Z1 and Z2) for each Security item.

This solution gives the maximum flexibility but as shown in the table below there are 10 (ten) different sets of security data
that need to be edited, 2 sets of Management Data plus 8 sets of Access Rights. This may become complicated when
attempting to edit the system configuration.

Security zone

Security item

Security data

Z1

T800_01

Zone 1 Management Data configuration
UG1 Access Rights
UG2 Access Rights
UG3 Access Rights
UG4 Access Rights

z2

T800_02

Zone 2 Management Data configuration
UG1 Access Rights
UG2 Access Rights
UG3 Access Rights
UG4 Access Rights

Example 2 - All Users in a single User group solution

If after deciding that the Security items in the system have identical Management Data and all Users need the same
Access Rights, this solution is applicable. All Users in a single User group.

This example has 1 set of User group Access Rights allocated to 1 set of Security zone Management Data, as shown

below.

Note

Users familiar with the ‘Security Configurator’ can use the rules that apply to that utility when a single Security zone is

being configured.

This solution gives the minimum flexibility but as shown in the table below there is the minimum amount of security data
that needs to be edited, which makes it easier to manage.

Security zone

Security item

Security data

Z1

T800_01 &
T800_02

Zone 1 Management Data configuration

UG1 Access Rights
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Example 3 - Simple Management Data and Access Rights solution

Typically the required solution is likely to be somewhere between example 1 and 2, where a number of Users need
identical Management Data but different Access Rights configurations.

Most systems have different types of Users, Operators (UG1) and Engineers (UG2). This solution results in the
configuration shown below.

Note

Users familiar with the ‘Security Configurator’ can use the rules that apply to that utility when a single Security zone is

being configured.

Security zone

Security item

Security data

Z1

T800 01 &
T800_02

Zone 1 Management Data configuration
UG1 with Operator Access Rights
UG2 with Engineer Access Rights

Example 4 - Complex Management Data and Access Rights solution

Now consider a system that comprises 8 Security items (6 computer’'s - PC_1, PC_2, PC_3, PC_4, PC_5, and PC_6, and
2 T800 Visual Supervisor's - T800_01, and T800_02) and 8 Users - 2 supervisors, 2 engineers and 4 operators.

The Security items divide into 4 Security Zones on the basis that they need different Management Data. An initial theory of
User groups would be 1 User group per role (Access Rights), per Security zone. This solution results in twelve (12) User
groups in total, shown below.

Security zone

Security item

Security data

Z1

PC_1&PC 2

Zone 1 Management Data configuration
UG1 with Operator Access Rights
UG2 with Engineer Access Rights
UG3 with Supervisor Access Rights

z2

PC_3&PC_4

Zone 2 Management Data configuration
UG4 with Operator Access Rights
UG5 with Engineer Access Rights
UG6 with Supervisor Access Rights

Z3

PC_5 & T800_01

Zone 3 Management Data configuration
UG?7 with Operator Access Rights
UG8 with Engineer Access Rights
UG9 Supervisor Access Rights

Z4

PC_6 & T800_02

Zone 4 Management Data configuration
UG10 with Operator Access Rights
UG11 with Engineer Access Rights
UG12 with Supervisor Access Rights

Example: Modified Complex single Access Rights solution

B This is a variation of this configuration.
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Example 4a - Modified Complex Management Data and Access Rights solution

Now consider the same system as the Complex Management Data and Access Rights solution with the following changes.

If

B Both Supervisors have the same Access Rights across all the Security zones (UG6, UG9 and UG12 are redundant).

B Engineer 1 is responsible for Security zone 1 and Engineer 2 is responsible for Security zones 2, 3 and 4 (UG8 and
UG11 are redundant).

B Operators 1 and 2 are responsible for Security zones 1 and 2 and Operators 3 and 4 are responsible for Security zones 3
and 4 (UG4 and UG10 are redundant).

Now only 5 User groups are required and not twelve (12). The fact that UG3, UG5 and UG7 are allocated to both Z3 and
Z4 still is correct. This means the Management Data between Z3 and Z4 are different (e.g. Z3 has a need for Electronic
Signatures and Z4 does not). This was the original reason for putting Security items into different zones, see below.

Security zone

Security item

Security data

Z1 PC_1&PC_2 Zone 1 Management Data configuration
UG1 with Operator Access Rights
UG2 with Engineer Access Rights
UG3 with Supervisor Access Rights
Z2 PC_3&PC 4 Zone 2 Management Data configuration
UG1 with Operator Access Rights
UG5 with Engineer Access Rights
UG3 with Supervisor Access Rights
Z3 PC 5& Zone 3 Management Data configuration
T800_01 UG7 with Operator Access Rights
UG5 with Engineer Access Rights
UG3 with Supervisor Access Rights
Z4 PC 6 & Zone 4 Management Data configuration
T800_02

UG7 with Operator Access Rights
UG5 with Engineer Access Rights

UG3 with Supervisor Access Levels

Example: Modified Complex single Access Rights solution

B To see a variation of this configuration.
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Example 4b - Modified Complex Single Access Rights solution

Example: Modified Complex Management Data and Access Rights solution

This example is a more structured approach to the problem of allowing all Operators outside Z1 to operate the emergency

shutdown with the addition of Security Zone, Z5, and Operator group UG14 with Operators O5 and O6.

The solution is simply to add Operators O5 and O6 to UG13 to give them emergency shutdown Access Rights in Z1.

Hence only 1 User group emergency shutdown Access Rights need to edited to affect all Operators.

Security zone

Security item

Security data

Z1

PC_1&PC 2

Zone 1 Management Data configuration
UG1 with Operator Access Rights
UG2 with Engineer Access Rights
UG3 with Supervisor Access Rights
UG13 with Emergency Operator Access Rights

z2

PC_3&PC_4

Zone 2 Management Data configuration
UG1 with Operator Access Rights
UG5 with Engineer Access Rights
UG3 with Supervisor Access Rights

Z3

PC_5& T800_1

Zone 3 Management Data configuration
UG7 with Operator Access Rights
UG5 with Engineer Access Rights
UG3 with Supervisor Access Rights

Z4

PC 6 &
T800_02

Zone 4 Management Data configuration
UG7 with Operator Access Rights
UG5 with Engineer Access Rights

UG3 with Supervisor Access Levels

Z5

T800_03

Zone 5 Management Data configuration
UG14 with Operator Access Rights

Example: Modified Complex single Access Rights solution

B To see a variation of this configuration.
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Example 4c - Modified Complex Multiple Access Rights solution

Example: Modified Complex sindle Access Rights salution

This example adopts a different approach to the problem of allowing all Operators outside Z1 to operate the emergency
shutdown and has additional Security Zone, Z5, and Operator group UG14 with Operators O5 and O6.

The solution is simply to allocate UG14 to Z1 with the correct emergency shutdown Access Rights. However if the
emergency shutdown Access Rights change, the Access Rights in Z1/UG7 and Z1/UG14 will both need to be edited.

Security zone

Security item

Security data

Z1

PC_1&PC 2

Zone 1 Management Data configuration
UG1 with Emergency Operator Access Rights
UG2 with Engineer Access Rights
UG3 with Supervisor Access Rights
UG7 with Emergency Operator Access Rights
UG14 with Emergency Operator Access Rights

z2

PC_3&PC_ 4

Zone 2 Management Data configuration
UG1 with Operator Access Rights
UG5 with Engineer Access Rights
UG3 with Supervisor Access Rights

Z3

PC 5&
T800_01

Zone 3 Management Data configuration
UG7 with Operator Access Rights
UG5 with Engineer Access Rights
UG3 with Supervisor Access Rights

Z4

PC 6&
T800_02

Zone 4 Management Data configuration
UG7 with Operator Access Rights
UG5 with Engineer Access Rights

UG3 with Supervisor Access Levels

Z5

T800_03

Zone 5 Management Data configuration
UG14 with Operator Access Rights

Example: Modified Complex single Access Rights solution

B To see a variation of this configuration.

HA028131
Issue 3 Oct 06

Security Manager User Guide
Page 151



Security Manager User Guide

Example 5 - Tag Security Areas configuration solution

Consider a system that comprises 2 Security items (PC_1 and T940_01), where some of the blocks in T940_01 are used
to control a boiler and the rest are used to control a furnace.

There are 2 Users groups, Furnace engineers and Boiler engineers who when login to the PC_1 have an Engineers
Access Level to the Tags controlling their blocks and an Operators Access Level to the rest.

Note
Users familiar with the ‘Security Configurator’ can use the rules that apply to that utility when a single Security zone is
being configured.

Using EurothermSuite Configurator (ESConfig)

1 Declare the Tag Security Area hames.

Using TagEdit

The TagEdit Utility may be accessed from the Tag Browser area in any Developer Tool Utilities.
Allocate the Tags to the Tag Security Area.

Using Security Manager

Create the Users.

Create User groups, (i.e. ‘UG1" and ‘UG2’) and assign Users to each group.

Create a computer Security item (i.e. ‘PC_1").

Create a Security zone (i.e. Zonel('Z1’)).

Allocate the Security item to Zonel (i.e. ‘PC_1"to ‘Z1).

Allocate both User groups to Zonel (i.e. ‘UG1’ and ‘UG2’ to ‘Z1").

Edit the Access Rights for each User group, and the Tag Security Area Access Level accordingly.

The instructions above are portrayed in this table.

Security zone Security item Security data

Z1 PC_1 Zone 1 Management Data configuration

UG1 with Operator access to Furnace Tag Security Area. Engineer access
to Boiler Tag Security Area.

UG2 with Operator access to Boiler Tag Security Area. Engineer access to
Furnace Tag Security Area.
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Example 6 - Typical System configuration solution

This is an example of a Typical System configuration.

Consider a system that comprises 2 Security zones, each containing a computer that communicate via an ALIN or Ethernet
link. Z1 includes PC_1 and T940_01, where some of the blocks in the instrument are used to control a boiler (Tag Security
Area - PID1) and some are used to control a furnace (Tag Security Area - PID2) and Z2 includes PC_2.

There are 4 Users (U1, U2, U3, and U4) divided between 3 Users groups, Administrators (UG1 includes U1), Engineers
(UG2 includes U2 and U3) and Operators (UG3 includes U4).

Security zone

Security item

Security data

Z1

PC_1&T940 01

Zone 1 Management Data configuration

UG1 with Administrator access to all Tags NOT assigned to a Tag Security
Area and can edit Security Manager Utility ONLY.

UG2 with Engineer access to Boiler, Tag Security Area - PID1. Engineer
access to Furnace, Tag Security Area - PID2.

UG3 with Operator access to Boiler, Tag Security Area - PID1. Operator
access to Furnace, Tag Security Area - PID2.

Z2

PC_2

Zone 2 Management Data configuration

UG1 with Administrator access to all Tags NOT assigned to a Tag Security
Area and can edit Security Manager Utility ONLY.

UG2 with Engineer access to Boiler, Tag Security Area - PID1. Engineer
access to Furnace, Tag Security Area - PID2.

UG3 with Operator access to Boiler, Tag Security Area - PID1. Operator
access to Furnace, Tag Security Area - PID2.

By changing the configuration, UG2 can be restricted to Operator when accessing the Furnace, Tag Security Area — PID2
and UG3 can be restricted to Operator when accessing the Boiler, Tag Security Area — PID1.

Security zone

Security item

Security data

Z1 PC_1&T940_01 Zone 1 Management Data configuration
UG1 with Administrator access to all Tags NOT assigned to a Tag Security
Area and can edit Security Manager Utility ONLY.
UG2 with Engineer access to Boiler, Tag Security Area - PID1. Operator
access to Furnace, Tag Security Area - PID2.
UG3 with Operator access to Boiler, Tag Security Area - PID1. Engineer
access to Furnace, Tag Security Area - PID2.

Z2 PC_2 Zone 2 Management Data configuration
UG1 with Administrator access to all Tags NOT assigned to a Tag Security
Area and can edit Security Manager Utility ONLY.
UG2 with Engineer access to Boiler, Tag Security Area - PID1. Operator
access to Furnace, Tag Security Area - PID2.
UG3 with Operator access to Boiler, Tag Security Area - PID1. Engineer
access to Furnace, Tag Security Area -- PID2.
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By changing the configuration, it could also be possible to restrict the access to the Furnace, Tag Security Area - PID2 and
the Boiler, Tag Security Area - PID1 depending on where the login has taken place.

Security zone Security item Security data

Z1 PC_1&T940_01 Zone 1 Management Data configuration

UG1 with Administrator access to all Tags NOT assigned to a Tag Security
Area and can edit Security Manager Utility ONLY.

UG2 with Engineer access to Boiler, Tag Security Area - PID1. Operator
access to Furnace, Tag Security Area - PID2.

UG3 with Engineer access to Boiler, Tag Security Area - PID1. Engineer
access to Furnace, Tag Security Area - PID2.

z2 PC_2 Zone 2 Management Data configuration

UG1 with Operator access to Boiler, Tag Security Area - PID1. Operator
access to Furnace, Tag Security Area - PID2.

UG2 with Engineer access to Boiler, Tag Security Area - PID1. Operator
access to Furnace, Tag Security Area - PID2.

UG3 with Operator access to Boiler, Tag Security Area - PID1. Operator
access to Furnace, Tag Security Area - PID2.

21 CFR Part 11

The 21 CFR (Code of Federal Regulations) Part 11 guidelines can be found on the FDA (Food and Drug Administration)
web-site at the address below.

www.access.gpo.gov/nara/cfriwaisidx_02/21cfr11_02.html

A system can only be 21 CFR Part 11 compliant if enabled regulatory features do NOT exceed the regulatory parameter
limits.

.CSV Files
These are text files. .csv files can be viewed using Microsoft Excel.
Delete

Operating this button after selecting a computer will remove it from the list of computers that can access the master
database.

Confirmation is required if at 'existing' status.
Navigation pane

This half of the window always lists the Security zones and User groups in alphabetical/numerical order. All items and
groups are found using the #and [=symbols.

The selection of a heading within this pane displays the appropriate information in the Properties pane.
Login attempts

This field displays an instantaneous record indicating the number of continuous login failures attempted by each Active
User.

The field is reset to ‘0’ following a successful login.

Note
Any User exceeding the login attempts configured in the Maximum Login Attempts field on the User Global tab will be
automatically Locked out. This will be indicated in the Reason column.

Security Manager User Guide HA028131
Page 154 Issue 3 Oct 06



Security Manager User Guide

Locked out
This field displays an automatic record indicating whether the User may access the database.

True indicates the User is Locked out (User Id row will be greyed out in the User tab). False identifies the User is NOT
disqualified.

A User can be locked out at the Administrator’s discretion by
W Setting ‘Enabled’ from ‘False’ to ‘True’

or automatically if

B exceeded the login attempts,

B the password has expired.

Enabled

This field is edited to indicate the User account is denied access to the Security database.

True indicates a User account as Active. False identifies a User account as Locked out. (see change the Enabled field) as
indicated with ‘Account disabled’ displayed in the Locked out reason column.

Enabled

This is a Read Only column indicating,
=  True, the Security item is enabled for Deployment,
=  False, the Security item is not enabled for Deployment.
Enable PC Locking
When this box is checked ONLY the listed computer's may access the database.
Exit Button
Operating this button terminates the Security Manager Utility, returning to the Project Folder.
Fullname

This field is edited to enable the Security database to identify a User when used in conjunction with the corresponding
password.

This field is initially blank but MUST be completed to enable the User to Login (see change the Fullname field). The name
entered MUST always be unique.

Note
The default Password MUST also be changed to enable the User to Login.

This field can only be configured within the selected Regulatory value constraints determined in the User Global tab.

File name field

When the .CSYV file is the selected output format, the saved electronic file is assigned a default SecManDb.CSV file name.
The default SecManDb.CSV file name can be edited to enable the User to use a unique file name prior to pressing ‘Ok’.
File path field

When the .CSV file is the selected output format, the file path defines the location of the saved electronic file.

This field can be edited to save electronic copies of the selected elements to a specified location prior to pressing ‘Ok’.
Name

Displays the assigned Security item name. This is the name as shown in the Project Folder.

Project Folder > Networks > network directory.
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Password

This column stores the password, displayed as ‘xxxxxxxx’, associated with each User needing access to a Security
database.

The password must first be changed at this location before the User can access a Security database (see change the
Password field), but can be changed at any time with confirmation by 2 authorised Users.

It is recommended that...
passwords contain at least 1 printable non-alpha character.

This field can only be configured within the selected Regulatory value constraints determined in the User Global tab.
PC List

This field displays the computer name, code and State of computers selected to access the master database.
The 'State’ field can be 'Add' - awaiting confirmation, 'Delete’ - awaiting confirmation or 'Existing' - confirmation received.
Password expiry

This field is edited to increase or decrease the minimum number of days until a password expires and requires changing
(see change the Password expiry time field). When the password has expired the User is Locked out of the Security
database.

Note
An account that has been locked out due exceeding the password expiry period can be re-enabled by changing the
Password (see change the Password field), and setting this field to a revised password expiry period (see change the
Password expiry time field).

This field can only be configured within the selected Regulatory value constraints.

This is a 21 CFR part 11 compliant feature.
Regulation

This function allows the selection of a Regulation. Each Regulation determines the levels of restriction set on the ranges for
each of the parameter values within the Utility.

These Regulations are imposed on Security Manager Utility, Series 5000 instruments, computer’s, and T800 instruments
when the database is deployed.

It is recommended that...
this option is defined as early as possible, as any parameter value existing before a Regulation is selected will NOT be
effected. However any subsequent configuration will be restricted by the Requlation constraints.

Type

Displays the Security item type, i.e. EurothermSuite PC, Review and QuickChart Software, 5000 and 6000 Series or T800
Visual Supervisor instruments.

Recipe

A recipe can be either;

® ingredients (elements needed for production) or
B machine setup parameters or

B steps in batch processing.

Reason
This is a Read Only column automatically describing the cause which resulted in the User to be Locked out.

If there is a number of reasons ONLY 1 is displayed at a time but each MUST be dealt with before the User can access the
Security database.

A User can be Locked out if, the

B User account has been disabled (‘Enabled’ field reads ‘False’, Reason field reads ‘Account disabled’).
B login attempts have been exceeded,

B password has expired,

B User account has been Retired (‘Retired’ field reads ‘True’ Reason field reads ‘Account retired’).
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User Id

This column lists the configured Security Manager User accounts. Current disqualified (Locked out, Disabled, or Retired)
Users are greyed out.

This is a Read Only column but is incremented when Users are added.
User Id column

List's ALL User Id’'s (accounts).

System

This field is edited to identify an account used to perform system functions.

Note
An ‘ESDataSrv’ system account can be created when adding a computer Security item.

If the field indicates True the system User account can only initiate system functions. After initiating operations are
performed by the system. False identifies the it as a User account (see change the System field).

Note
Users cannot Login using these parameters.

Remote User Id

This column lists the configured remote User accounts which require access to the Security database via a 5000 Series
instrument.

Each field is edited to allow the creation of a Remote User Id (see change the Remote User Id field) that can access the
Security database via a 5000 Series instrument.

Remote password

This column stores the Remote password, displayed as ‘xxxxxxxx’, associated with each User requiring access to a
Security database via a 5000 Series instrument.

The Remote password must first be changed at this location before the User can access a Security database via a 5000
Series instrument (see change the Password field), but can be changed at any time.

It is recommended that...
passwords contain at least 1 printable non-alpha character.

This field can only be configured within the selected Regulatory value constraints determined in the User Global tab.

Retired

This field is used to terminate the selected User account, thus preventing the selected User access to the Security
database.

True indicates the User account has been terminated. False (default) indicates a current active User account (see change
the Retired field).

Beware
21 CFR Part 11 Regulations state that Retired User Ids MUST be retained. Although systems configured to the Default
Regulations will be able remove all Retired User account parameters if the Keep Retired User Ids (User Global tab) reads
False.

Development Tools

The required software programs used to develop a system.
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Contents
With the selection of this menu option, the ‘Help’ file is displayed with the ‘Contents’ command as the priority.
To display this

1 Select the ‘Help > Contents’ from the Menu Bar.

File Yiew Lcgn Password  Options _

=2 1=1 5 |

Index
ue glubal [ |lzers I IJze groups I Secu Search For Help On...

Logn diaog limcout
M ax logir attenpts

l:II At

2 The Security Manager On-line Help document appears in a new window. Use standard windows Help operations to use
the On-line Help.

Index
With the selection of this menu option, the ‘Help’ file is displayed with the ‘Index’ command as the priority.
To display this

1 Select ‘Help > Index’ from the Menu Bar.

Fil= Wiew Lcgin Pazsword  Options _

E’:Inlnqﬂl Contents

=& global [ Uzers | lze groups I Secu Search For Help On...

Logn diaog timeout
Mag logir attenpts

llI Abot

2 The Security Manager On-line Help document appears in a new window. Use standard windows operations to use the
On-line Help.

Search For Help On

With the selection of this menu option, the ‘Help’ file is displayed with the ‘Search’ command as the priority.
To display this

1 Select ‘Help > Search For Help On’ from the Menu Bar.

Elr “iew | rgn Pazsword  Mpbons -

Eﬁ:lnlﬂ%ﬂl LConternts
Index
Usge global [ | lzrrs | | lzr gronms I Seru I
L
oo dlg og hmeout “I Al
Max logir attenpts =

2 The Security Manager On-line Help document appears in a new window. Use standard windows operations to use the
On-line Help.
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About

With the selection of this menu option, information about the utility is displayed including the name, version number, and
description.

Display the utility details by,
1 Selecting ‘Help > About’ from the Menu Bar.

Filz  #icw Locin  Password  Options _

E’:I ] Imqﬂl Cortents

Index
Lzer globa [ sers I ser groups I Cecu Seach Fu Help Or..

Login dialcg tirmeout l l]I I
kax ogin attempts _

2 The About dialog window appears.

'..l'”.'lL'_'-I TR T

] Sachan

“orzor 1.0.1010

Ao Mezenipline

Warning: ...

Systerm lifo... | |

3 Select the ‘OK’ button to return to the previous window.
Security Status
This part of the Status Bar shows the current state of database.
Security Manager Database Location
This part of the Status Bar shows the full path location of the opened database.
Security Manager Database icon
e

SeochlarDbuue
Time
This part of the Status Bar shows the current time.
Date
This part of the Status Bar shows the current date.

OK

Press this button to confirm the selected command.
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Security Manager help

To get help on using Security Manager, click the shortcuts:
_""|Security items

_""|Security zone

Sluser global

Slusers

_"'|User group
{b Click on a Security Manager window region to get help!
Getting specific help:

Sometimes you can see more specific help by clicking the object of interest, then pressing the <F1> key on the keyboard.
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